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Personalized Federated Learning (FL) faces many challenges such as expensive communi-
cation costs, training-time adversarial attacks, and performance unfairness across devices.
Recent developments witness a trade-off between a reference model and local models to
achieve personalization. Following the avenue, we propose a personalized FL. method toward
the three goals. When it is time to communicate, our method projects local models into a
shared-and-fixed low-dimensional random subspace and uses infimal convolution to control
the deviation between the reference model and projected local models. We theoretically
show our method converges for both strongly convex and non-convex but smooth objectives
with square regularizers and the convergence dependence on the projection dimension is
mild. We also illustrate the benefits of robustness and fairness on a class of linear problems.
Finally, we conduct a large number of experiments to show the empirical superiority of our
method over several state-of-the-art methods on the three aspects.

Keywords: personalized federated learning, communication efficiency, robustness, fairness,
low-dimensional random projection

x. Alphabetical Order

(©2024 Yuze Han, Xiang Li, Shiyun Lin, and Zhihua Zhang.

License: CC-BY 4.0, see https://creativecommons.org/licenses/by/4.0/. Attribution requirements are provided

at http://jmlr.org/papers/v25/23-0215.html.


https://creativecommons.org/licenses/by/4.0/
http://jmlr.org/papers/v25/23-0215.html

HAaN, L1, LIN, AND ZHANG

1. Introduction

Federated learning (FL) emerges as a new distributed computing paradigm that would per-
form privately distributed optimization across massive networks of remote clients (McMahan
et al., 2017). In order to safeguard privacy, data are generated locally and preserved in their
original location during training, which incurs a discrepancy among local data distributions.
Furthermore, the nature that FL works as a decentralized system poses greater challenges to
its communication efficiency, robustness against adversarial attacks, and fairness on resource
allocation (Kairouz et al., 2021).

To circumvent the problem of data heterogeneity, one considers personalizing local
models (Kulkarni et al., 2020). A key feature that any personalization method has is
to differentiate local models from the global model. The most straightforward method
of personalization is to train models purely with local data on each device. Chen et al.
(2021) showed that when the degree of data heterogeneity exceeds a certain threshold, pure
local training is minimax optimal; otherwise, the global model is minimax optimal. In
practice, we prefer a method that intervenes between the two extremes. It brings out another
popular approach that interpolates between a reference model and local models (Hanzely
and Richtarik, 2020; Hanzely et al., 2020; Deng et al., 2020; Dinh et al., 2020; Hu et al.,
2022; Wu et al., 2021). Recent research (Li et al., 2021b) raised the possibility of using
personalization not only to improve accuracy but also to accommodate competing criteria
such as robustness and fairness. Inspired by this line of work, we would explore the following
question:

Can we balance different constraints of interest (i.e., communication efficiency, robustness,
and fairness) simultaneously?

In this paper, we give an affirmative answer to the question by proposing a personalized
FL method named 1p-proj, whose core consists of LP-regularization and low-dimensional
random projection. We employ the idea of controlling the dissimilarity between the global
model and local models via a smoothing kernel of infimal convolution. Toward the three
goals, the smoothing kernel is designed to regularize the projection of local models in a
shared low-dimensional random subspace rather than the original space. By means of the
above smoothing kernel, each client only communicates the projected models each time
and the server maintains a low-dimensional reference model for regularization. The random
subspace is generated only once and remains unchanged throughout training. It makes local
models share a similar part in the random subspace and adjust to their local data using
components beyond that.

Theoretically, we give convergence analysis for both convex and non-convex but smooth
objectives with square regularizers and show that the convergence dependence on the pro-
jection dimension is mild. We demonstrate that in terms of Byzantine robustness (Lamport
et al., 2019) and performance fairness (see Definition 1), our proposed method is at least as
good as two SOTA methods (Dinh et al., 2020; Li et al., 2021b) by examining the test losses
and the corresponding variances across the network on a class of federated linear regression
problems.

Empirically, we perform extensive numerical experiments to demonstrate the superiority
of our proposed algorithm in practice. In addition to the accuracy improvement expected
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from personalization, it also promotes fairness since the accuracies across all the clients are
more uniform. Furthermore, it is more resilient to adversarial attacks that occur during
training. More importantly, the communication efficiency is significantly improved due to
the fact that the subspace dimension is often no more than one-hundredth of the original
dimension.

In summary, we propose a personalized FL algorithm and explore its performance
in aspects of communication efficiency, robustness, and fairness. Our results show that
low-dimensional projection brings multiple benefits and is helpful for algorithm design.

The remainder of the paper is organized as follows. Firstly, we start with a literature
review in Section 2. We then derive our algorithm from infimal convolution and subspace
regularization in Section 3. Theoretical properties of the proposed method including
convergence, robustness, and fairness are analyzed in Section 4. In Section 5, we show
comparisons with various state-of-the-art benchmarks through a large number of numerical
experiments. Finally, we generalize the proposed algorithm to make it suitable for large-scale
applications in Section 6.

2. Related Work

In this section, we present related work from four relative aspects, i.e., federated learning
involving personalization, communication efficiency, robustness, and fairness.

2.1 Personalized Federated Learning

There are many works studying personalization, and a survey can be found in Kulkarni
et al. (2020). It has been studied via multi-task learning (Smith et al., 2017; Huang et al.,
2021), meta-learning (Chen et al., 2018; Jiang et al., 2019; Fallah et al., 2020), knowledge
distillation (Li and Wang, 2019; Yu et al., 2020b) and transfer learning (Wang et al., 2019b;
Mansour et al., 2020). Hanzely et al. (2021) provided convergence analysis for a general
personalized framework that requires jointly strongly convex and smooth objectives.

2.2 Communication-Efficient Federated Learning

To reduce the cost of communication in FL with large-scale networks, existing research could
be classified as gradient compression, model compression, and reducing the communication
frequency. Concerning gradient compression, three main directions are investigated: sparsifi-
cation (Ivkin et al., 2019; Lin et al., 2018), quantization (Alistarh et al., 2017) and low-rank
approximation (Azam et al., 2021). On model compression, Liang et al. (2020) suggested
learning local representations and a global model only operates on the local representations,
Li et al. (2021a) extended the lottery ticket hypothesis and used network pruning in the FL
setting. Regarding communication frequency, McMahan et al. (2017) and Karimireddy et al.
(2020) performed multiple local updates to lessen the communication rounds, while Wang
et al. (2019a) used momentum to delay the global aggregation. A survey on recent progress
in communication-efficient FL was given by Shahid et al. (2021). Our proposed method is a
model compression approach. Differing from previous works that compress the model each
time with a different basis, our work focuses on a shared-and-fixed low-dimensional subspace
which is determined at the beginning of training and will not change later on.
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2.3 Robust Federated Learning

Typical adversarial attacks include data poisoning and model update poisoning (Byzantine
attacks). These two attacks impede the training process in different ways: the former injects
abnormal sample points into the training data set (Biggio et al., 2012; Jagielski et al., 2018;
Li et al., 2016; Rubinstein et al., 2009; Suciu et al., 2018; Xiao et al., 2015; Fang et al., 2020),
while the latter manipulates communication messages by sending arbitrary updates to the
server. In this paper, we mainly aim to defend model update poisoning attacks and achieve
Byzantine robustness (Lamport et al., 2019). An extension to a data poisoning attack is also
considered in numerical experiments. Previous research has focused on Byzantine-robust
SGD variants where the server uses robust aggregation rules to mitigate the attack of
Byzantine clients (Chen et al., 2017; Yin et al., 2018; Xie et al., 2018; Blanchard et al.,
2017). Beyond that, Li et al. (2019) considered robustifying the objective function via the
LP-norm regularizer. Additionally, Li et al. (2021b) incorporated personalization and robust
aggregation rules to achieve robustness and fairness simultaneously. Our work leverages the
ideas from Li et al. (2019) and Li et al. (2021b) but differs from them by embedding the
update process in a low-dimensional fixed random subspace. Theoretical analysis shows that
with commonly used regularization parameters, our method is no worse than two SOTA
methods (Dinh et al., 2020; Li et al., 2021b) (see Figure 1). Extensive experiments manifest
our method of achieving state-of-the-art performance under various types and intensities of
adversarial attacks.

2.4 Fairness in Federated Learning

According to Zhou et al. (2021), there are three types of fairness in FL: performance fairness,
collaboration fairness, and model fairness. With respect to performance fairness, an FL
system usually promotes uniform accuracy distribution across participants, which is closely
related to resource allocation by viewing FL as a collaborative optimization system over a
heterogeneous network.

Li et al. (2021b) provided a formal definition (Definition 1) and some efficient methods
have been proposed towards this goal (Li et al., 2021b; Huang et al., 2020).

Definition 1 (Performance fairness, Li et al., 2021b) A model w1 is more fair than
wo if the test performance distribution of w1 across the network with N clients is more
uniform than that of wa, i.e. var {Fj(w1)}ycqn) < var {Fx(w2)}yc(n), where Fi,(-) denotes

the test loss of client k € [N] and var denotes the variance.

On collaboration fairness, one expects to build a sound incentive mechanism, and hence an
intuition is that each participant would receive a reward that fairly reflects its contribution
to the FL system. Lyu et al. (2020) formalized this idea by giving its definition; Yu et al.
(2020a) and Xu and Lyu (2021) explored this aspect by proposing methods to this end.
Finally, regarding model fairness, one usually concerns ethical issues and seeks to protect
some sensitive attributes (Dwork et al., 2012; Hardt et al., 2016; Kusner et al., 2017). Liang
et al. (2020) suggested learning a fair representation for each client to achieve fairness, Du
et al. (2021) proposed reweighing the objective functions under fairness constraint. In our

1. Equivalently, we can use the standard deviation (std) to measure fairness across the network.
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work, we focus on performance fairness, illustrating the benefits of our method through
theoretical analysis and numerical experiments. An extension to collaboration fairness is
shown in Appendix C.7.3.

Since the submission of this work, several related studies have emerged. Regarding
personalized federated learning, Ye et al. (2023b) introduced a collaboration graph to help
the clients adapt to diverse data heterogeneity levels and model poisoning attacks. Yan
et al. (2024) further explored to find the optimal cooperation network for each client. On
the other hand, regarding communication efficiency, robustness, and fairness, several follow-
up work follows our framework. Wang et al. (2023) proposed a maximum entropy-based
model to concurrently enhance both global model performance and fairness. Zhao et al.
(2024) introduced a two-server aggregation scheme and sparse matrix projection compression
technique to enhance communication efficiency and resist poisoning attacks. Zhu et al.
(2024) employed the Moreau envelope as the regularization function and reparametrized the
objective function so that it could be solved within the ADMM framework, this model could
account for robustness and fairness.

3. Methodology

In this section, we present our method which is based on infimal convolution and subspace
reqularization. Conventional FL that trains a single global model to fit the “average
client” suffers from statistical heterogeneity among numerous devices. To enhance accuracy
performance, we hope not only to leverage the global model but also to stylize it to fit the
local data for each client. To this end, we employ infimal convolution, which is originally
proposed to smooth some extended real-valued convex function f with a sufficiently smooth
kernel function g (Moreau, 1965). We apply this technique in FL to bridge local models
and the global model. Here, f is the usual objective function in the vanilla case, and g is
designed to characterize the relationship between local and global models. Given a general
function g as the smoothing kernel, the personalized FL using infimal convolution is then
formulated as a bi-level problem:

min F(w) := G{Fi(w),...,Fn(w)}, (1)
weRd
where G(-) is the aggregation function on the server side.? For k € {1,--- N},

Fi(w)={fk @ Ag} (w)i= min, fi(x) +Ag(w —x)

with fi(xx) = Eg, [fk(xkyfk)} .

Here, ® denotes the infimal convolution operator, & is an independent sample drawn from
the distribution Dy, and fj, (xk; &k ) is the loss function corresponding to this sample. w and
xy, represent the global and local model parameters, respectively. A is a hyperparameter
controlling the degree of personalization. Problem (1) is pure local training if A = 0, and is
synchronized training when A — oo.

The smoothing kernel function g is task-specific. Many previous personalized methods
can be cast into our infimal convolution framework by setting a proper g. For instance,

2. For simplicity, we set G(-) as the simple average % Zi\;l Fj(w), but it can also generalize to other forms.
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Algorithm 1 1p-proj: Projection-based LP Regularized Personalized Federated Learning

1: Input: Communication rounds 7', local update rounds R, client sampling size S,
regularization coefficient A, lower-level problem accuracy v, step size 7, initial global
model wq € R%ub | projection matrix P, speedup control parameter f3.

2: fort=0toT —1do

3 Server sends w; € R%ub to all clients.

4. for all k =1 to N clients do

5: W o= W; € R,

6 forr=0to R—1do

7 Independently sample a fresh mini-batch Dj, and minimize the loss function (3)

up to accuracy level v to get x',fw € R,
Update the local model \Xﬂ;w,+1 € Résw> by (4).

9: end for

10:  end for

11:  Server uniformly samples a subset of clients S; of size S. Each client sends vNV/',ff R

€ R%ub to the server.

ot
12:  Server updates the global model via W11 = (1 — B)W; + 8 e, WE’R.
13: end for

153

Dinh et al. (2020) and Li et al. (2021b) used Moreau Envelopes as the regularizer, which is
equivalent to setting g(-) = % - [|3. Li et al. (2019) proposed the LP-norm regularization
g(:) = | - ||, instead. Motivated by the fact that high-dimensional data typically has low-
dimensional representation that retains meaningful properties (Van Der Maaten et al., 2009),
and random projection would preserve the similarity of data vectors (Bingham and Mannila,
2001), we propose to regularize the projection of local models in a shared low-dimensional
space, which is equivalent to the following smoothing kernel

1 p
9() = ZIPC) (2)

where p > 1 and P are a dg,}, X d random matrix that is generated initially and will not
vary anymore. dg,}, is the dimension of the shared-and-fixed random subspace. The choice
for P is flexible as the only requirement in our theory is that all the singular values of P
are bounded from both sides. In this paper, we consider that P is generated with i.i.d.
Gaussian entries and then normalized to have unit L? norm for each row as suggested by Li
et al. (2018). We comment that with this g, Fy(w) is actually a function of w = Pw since
P(w — x3) = w — Pxg. It implies we can only focus on the low-dimensional parameter
w € Ré%ub at the global level for algorithm description and theoretical analysis.?

3.1 The Algorithm

In this subsection, we introduce the algorithm 1p-proj (see Algorithm 1) for the bi-level
optimization problem (1) with smoothing kernel g given by Equation (2).

The algorithm lp-proj is essentially an alternative minimization method on bi-level
optimization. Each client &k maintains two parameters: their local parameter xfw and a

3. Without ambiguity, we term w as the global model.



A RANDOM PROJECTION APPROACH TO PERSONALIZED FEDERATED LEARNING

copy of the global parameter v~v}f€’r with additional subscript r denoting inner iterations and
superscript ¢ the communication round. At round ¢, the server broadcasts the latest global
model w; to all clients. Then each client initializes their version of global model v~v/',5€’0 as wy
(line 5) and starts to solve the problem via alternative minimization (lines 6-9).

e (line 7) Given a local version of global model w} ., we use gradient descent (GD) to obtain

an approximate solution X}; , that minimizes hj up to accuracy level v, where

~ - 1
by, (k5 D, Wi, ) = —=
Dy

N 1, .
Z~ T (Xn; Eryi) + )‘]; [ W — PX’“”? (3)
&k,i€Dg

Here Dy, is a mini-batch sampled uniformly and & ; refers to a sample from Dy. The GD

2
‘ < v is satisfied.
2

iteration is terminated when HVilk(Xim; Dg, v~v};,r)

e (line 8) Given a local parameter X',fw, the local version of global model VNVZW is updated by
one-step gradient descent:

W}fc,r_sz,er : (4)

After R steps of the alternative updates, each client has its own version of the global model
\7\727 - Then the server accesses a random set of S clients and produces the next global
model by a linear combination of the latest w; and the average of {VNV};’ Rrtkes,. Here, a
hyperparameter 3, which could be viewed as a global step size, is introduced to control the
global update process. Our theorem shows a proper g can speed up convergence, but in
practice, we find that the test performance only varies moderately for different choices of 3.
For simplicity, we only consider § = 1 in our experiments.

3.2 Multiple Benefits of the Algorithm

In this subsection, we analyze the benefits of our algorithm in terms of communication
efficiency, robustness, and fairness.

3.2.1 COMMUNICATION EFFICIENCY

In Algorithm 1, we restrict the global model w; to lie in a fixed low-dimensional subspace,
in which way only v~v}t€ p of dimension dg,p,, rather than the full model xfc , of dimension
d, is transmitted to the server each round. The above nature leads to much fewer bits
for communication compared to vanilla FL. Besides, we remark on the difference between
our method and other existing projection/sketching-based methods. On the one hand,
distributed sketching (Bartan and Pilanci, 2020), which directly projects the data in a
low-dimensional space at the start of training, is “one-shot” rather than iterative, while our
method projects local models every communication round, and the local training proceeds
with the full model. On the other hand, sketched-SGD (Ivkin et al., 2019) compresses
the transmitted messages with different bases every time, while our random subspace is
predetermined at the beginning and would not change after that.
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3.2.2 ROBUSTNESS AND FAIRNESS

For one thing, by applying projection into a low-dimensional subspace, our method only
requires (near) consensus of model parameters of different clients in the low-dimensional
subspace, leaving flexibility for the system towards personalization and better generalization
to the local data distribution, which could improve performance fairness and robustness
when facing adversarial attacks. For the other, by rewriting the objective as a constrained
optimization problem, introducing a LP-norm regularizer is equivalent to launching an
uncertainty set to the model parameter (e.g., L'-norm is the diamond-shaped uncertainty
and L2-norm is the spherical uncertainty), in which way we can enhance accuracy by
searching for a model adaptive to the local data distribution in the uncertainty set. Formal
analysis on a class of linear problems is provided in Section 4.2.

4. Theoretical Analysis

In this section, we provide theoretical analysis for 1p-proj for the case p = 2. We first prove
the convergence of the proposed algorithm in Section 4.1, covering both the strongly convex
case and the non-convex but smooth case. Next, the robustness and fairness properties are
investigated on a class of linear problems in Section 4.2.

4.1 Convergence Analysis

We first give the definition of strong convexity and smoothness.

Definition 2 f; is said to be p-strongly convex, if for any xj,x), € R?, we have fr(x)) >
Jre(xw) H(V fr(xx), x5, — xi)+5 ||x), — kag [fx is said to be L-smooth, if for any Xy, X}, € R¢,
we have |V f(x) — V fu(xi) [y < L [} — Xkl

4.1.1 CONVERGENCE FOR THE STRONGLY CONVEX CASE

The analysis for the strongly convex case is based on the following assumptions.

Assumption 1 (Convexity) For a fized &, fk(-;gk) is p-strongly convex. As a result, fi
1s also p-strongly conver.

Assumption 2 (Bounded variance) The variance of stochastic gradients in each client

ka(xk;ék)*vfk(Xk)Hz <9}

is bounded, i.e., Fe,

Assumptions 1 and 2 are standard for convergence analysis. Since we usually use weight
decay in the training process, when the model is convex, e.g., logistic regression or linear
neural network, Assumption 1 naturally holds.

Assumption 3 (Bounded singular values of the projection matrix) The smallest and
the largest singular values of the random matriz P, denoted as Spmin(P) and smax(P), are
bounded, i.e.,

1-—- C\/ dsub/d < Smin(P) < Smax(P) <1+ C\/ dsub/d7 (5)

where C,c > 0 are constants.
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Assumption 3 holds with high probability if the rows of the random matrix are indepen-
dent, sub-gaussian, and isotropic with standardized sub-gaussian norms almost surely (see
Vershynin, 2012, Theorem 5.58), which are mild conditions for random matrices. Specifically,
for our generation of P, Assumption 3 is applicable with probability at least 1 —2 exp(—cdgyp).
For a detailed proof, see Proposition 24 in the appendix.

To establish the convergence, we first rewrite the local update as

V?/1]&6.1%‘,-1 = wi:,r -0 )‘(VNVZ,T - PXlltc,r)’ (6)

—.ol
_'gk,r

R—-1 ~ ~ ~ ~ ~
which implies n 327" ! gt = Dormo (Wi, = Wi q) = Wi g — W) p = Wy — W}, p. Then g |
can be considered as a biased estimate of VF}, (chm) and the global update rule becomes

- Ié] -
S = (-8t B Y Wl L Y 9
kESt keS:
R—

. 1
=W RZSZ (7)

ﬁ —

=8¢

where 1 and g; can be interpreted as the step size and the approximate stochastic gradient
of the global update, respectively.

Recall that we can view Fj as a function of w instead of w, with some abuse of
notation, we write Fj, as Fy(W) = min,, cga {fk(xk) + 3w — kaﬂg} . We first establish

the convexity and smoothness of Fj, and give the expression of VFj(W).

Proposition 3 Suppose that Assumptions 1 and 3 hold and let s = C'\/dsu,/d. We have

Fy, is pp-strongly convex and Lp-smooth with purp = and Lp = X. Moreover,

Ap
(14s)2 A +p
VI (W) = MW — PXj) with X = argmin, cga {fk(xk) + 5w — kaHg} If we further
assume fr 1s L-smooth and s < 1, we can obtain a smaller smoothness parameter Ly =

AL
(1—s)2A+L"

The next lemma quantifies the error between the exact gradient VFk(\fv};T) and the
approximate gradient gz , due to mini-batch sampling and optimization error of the inner
loop.

Lemma 4 Suppose that Assumptions 1, 2 and 3 hold and let s = Cy/dsup/d. We have
s)? 8
e frcsia, ) <ot =2 (E)

From the expression of (5 1, we can see that this error has a mild dependence on dg,p. A
numerical verification of the mild dependence is shown in Appendix C.7.5.
F(w), we can also derive

Moreover, defining the optimal point as w* = argming pa
bounded diversity of Fy.

sub
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Lemma 5 Suppose that Assumptions 1 and 3 hold. With 0%71 =+ SN IVEL(%%)]5 and
Lr = X\, we have

N
5 S IVE() ~ V)3 < ALp(F (W) ~ F() + 203,
k=1

Then we focus on the outer loop. Lemma 6 gives the one-step descent of the global
update.

Lemma 6 (Dinh et al. 2020, Lemma 3, one-step global update) Suppose that F}, is
Lp-smooth and pp-strongly conver. Then we have

B [iwes — 18] < (1-245 ) B [ ] (-6 L) [F(5) — F(5")

2

- - 1 . -
E [Hgk,r—VFk(Wt)”g] + 37°E 5 Z VEF (W)= VF(Wy)

kESt 2

The third term on the right-hand side of (8) is the client drift error due to multiple local
updates and approximation error and can be bounded by Lemma 7. The last term is the
diversity of Fj, w.r.t. client sampling and can be bounded by Lemma 8.

Lemma 7 (Bounded client drift error) Suppose that Assumptions 1, 2 and 3 hold. If
n < %, Lr =\, and 62 is defined in Lemma 4, then we have

N R-1 ~ N
1 ' 2 9o ALZRE [T -2 22
= ; ;E g~V F ) 3] < 2227 + e N;E IV 7 () 3] +103%7 )

Lemma 8 (Dinh et al. 2020, Lemma 4) The diversity of Fy, w.r.t. client sampling is
bounded as follows:

2

1 N/S—1¢x 1
~ ~ - ~ ~ 2
Es, S lg; VEp(W) — VF(Wy)|| < N_o1 ; N |V Eg(We) — VE(W)|l5 -

2

With these lemmas at hand, we can obtain the convergence result by rearranging (8) and
summing both sides over the index t with appropriate weight. The details and the proof of
auxiliary results above are deferred to Appendices A.2 and A.4.

Theorem 9 Suppose that Assumptions 1, 2 and 3 hold. Let 71 = m with

Lp,up defined in Proposition 3, kp = Lp/urp and B > 1. If T > ﬁ, then there exists

10
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n < % such that

B . . . ((N/S—1)02
E[F(WT)_F(W )]S prAoe urT/2 +0 (;MNRl
D —

due to initialization

due to client sampling

Yt A
P4 6212 pr )’

client drift with multiple local updates and approximation error

where Ag = ||Wo — v~v*||§, c> 0 is a constant, 63 is defined in Lemma 4, 012;’1 is defined in
Lemma 5, wp = ZtT:_Ol ayWwy /A with oy = (1 — nBRuF/Q)*(t“) and Ar = ZtT:_Ol oy, the

expectation is w.r.t. all the randomness except for P, and O hides constants and polyloga-

- - 2
rithmic factors. Moreover, suppose that X{ is a solution satisfying th(xg;Dk,\?vT) ’2 <v
and Oy denotes the right-hand side of (9). Then we have

N 2

1 7 2]~ O1 9F1 | 2
NZEU\ka—w\HSW—i—O(AQ +67). (10)
k=1

From (9), when there is no client sampling (S = N), choosing 5 = ©(NR) leads to a
quadratic speedup O (1/(TRN)?) w.r.t. communication rounds. (10) shows the average of
personalized parameters (after a linear transformation) converges to a ball with center w*
2262
1

Our Theorem 9 shares the same error bounds as Dinh et al. (2020, Theorem 1), except
that their approximation error §? is slightly smaller than ours up to constant factors, since

2
+ 54 62 ). Here X can be chosen to trade off different terms.

and radius O ¥

252
in our case the approximation error is enlarged by projection. The constant term O (%)

appears in both theorems and is caused by biased gradients, i.e., we only get a biased
estimate of VF) due to inexact inner optimization (non-zero v) and batch data (small
|Di|). Hence, our result is comparable to previous work (Dinh et al., 2020) up to constants
factors, even if we force optimization in a random subspace, which facilitates communication
efficiency.

4.1.2 CONVERGENCE FOR THE SMOOTH CASE

The analysis for the smooth case requires the following additional assumptions.

Assumption 4 (Smoothness) For a fized &, fi(; &) is L-smooth. As a result, fy, is also
L-smooth.

Assumption 5 (Bounded diversity) The variance of local gradients to global gradient
is bounded, i.e., % Y iy |V fe(w) = V(W3 < 0% with f = & 350 fi-

Assumption 6 (Low-dimensional condition) fr satisfies that for any yj, € R g, €
R~ fL (PTyr + Qi &) = fu(PTyr; &), where Q is chosen such that (P, Q) is an

11



HAaN, L1, LIN, AND ZHANG

invertible matriz and PQ is the zero matrixz. As a consequence, the same equality also holds
with fi replaced by fi.

Assumptions 4 and 5 are also common in convergence analysis. If Assumption 3 holds with
C\/dsup/d < 1, then P has full row rank, which implies the matrix @ in Assumption 6
exists. This assumption ensures miny, cga fre(xp; &) = Mily, cool(PT) Fr(xp; &), where col(A)
denotes the subspace spanned by the column vectors of A. This means we can focus on the
low-dimensional subspace spanned by the row vectors of P. We give an example satisfying
the assumption. Suppose & and xj have the same dimensions and fk(xk; &) = l(f,;rxk).‘L If
£ € col(PT), then there exists an ay, such that & = P Tay. Decompose x; = P yi + Q.
Then (& x) = l(axP(PTy), + Q¥x)) = l(apP"yy). This implies that for linear models
with data lying in col(P "), Assumption 6 holds.

For the general case, it is not easy to verify Assumption 6 directly. Intuitively, we can
interpret Assumption 6 as that the data concentrate on a low-dimensional subspace. Then
with the total parameters denoted by x, = Py} + QY only a low-dimensional linear
combination y; = (PP")"!Px}, can affect the value of fk

Still viewing F) as a function of w, we have the following result that guarantees the
smoothness of Fj, and gives the form of VFj(W).

Proposition 10 Suppose Assumptions 3, 4 and 6 hold with 0 < s = C'/dsup/d < 1/30 and
A\ > 4L. Then Fy is Lp-smooth with Ly = X. Moreover, VEFy(W) = \(W — PP "y}), where

g1 = argming, o, {fu(PTys) + 3 [~ PPTy[2).

Similar to Lemma 4, Lemma 11 below characterizes the error between the exact gradient
and the approximate gradient. The error also has a mild dependence on dgyy,.

Lemma 11 Suppose that Assumptions 2, 3, 4 and 6 hold with s = C'\/dsu,/d < 1/30 and

2(1+5)8 <|D+V)

A>4LIthe;EMvaﬁ@J—Mw%—fk@)

2
2.
J < 03 = (L

With Assumption 5, the diversity of Fj can also be bounded as follows.
Lemma 12 If Assumptians 3, 4, 5 and 6 hold with 0 < Cy/dgu/d < 1/30 and X\ > /10L

A202
2 f
and define OF9 = Y2012

Then we have

1 . . 10L2
NZHVFk<w>—VF<w>H§ 2107z IVEW)I3 + 307,

With the global update rewritten as (7), the one-step descent can be established as

n(1—3nL
E [F ()~ F(w)] < - TS g 9 p (i) ]
R-1 N ~
1—|—377LF 3?72LF 1 . -
o ZzlE[Hgkr—VFk Ay + 5 Skezsj V Ey (W)~ VF (W)
T t

(11)

4. For example, when we fit generalized linear models via the maximum likelihood method, the negative
(log) likelihood function has this form.

12
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Similar to the analysis for the strongly convex case, we can give upper bounds of the second
and last terms on the right-hand side of (11). Then Theorem 13 follows from rearranging
and telescoping. The detailed proof is deferred to Appendix A.3.

Theorem 13 Suppose that Assumptions 2 to 6 hold and dsu,/d is sufficiently small. Let
Ap = F(Wo) — mingpdy,, F(W) and 12 = m with A > max{v10L%? + 1,4L}, Lp = A

w

and B > 1. If t* is uniformly sampled from {0,1,...,T — 1}, then there exists n < /13% such
that

AF) +0 (AFLFU%«“,z(N/S_l))1/2

2T VTN
due to client sampling

(ApLp)*/3 (0%, +A%03)"/3
o +O(8).

client drift with multiple local updates and approximation errors

BivrelE)s  of

due to initialization

where ¢ > 0 is a constant, 05 defined in Lemma 11, 012;72 is defined in Lemma 12, the
expectation is w.r.t. all the randomness except for P, and O hides constants. Moreover,

- . 2
suppose that X}, is a solution to Hth(x;Dk,th)Hz < v and Oy denotes the right-hand side
of (12). Then we have

1 & . 2 0%y
NZE[HPXZ _ 2] §02+0< 5 +5§>.
k=1

When there is no client sampling, choosing f§ = O(NR) leads to a sublinear speedup
(@ (1/(TRN)2/3). (12) shows the average over indices k and ¢ of the distance between per-
sonalized parameters (after a linear transformation) and global model parameters converges

to O(X263 + 7

2
32 + 63). Here X can be chosen to trade off different terms.

Our Theorem 13 also shares similar forms as Dinh et al. (2020, Theorem 2). Both
theorems have the constant term O ()\255) which is caused by biased gradients and batch
data.

4.1.3 REFINED CONVERGENCE UNDER CAREFUL PARAMETER TUNING

In Theorems 9 and 13, gfw is a biased estimate of V I}, where the biasedness comes from

inexact inner optimization (non-zero v, batch data (small |Dy|), and projection. These
factors lead that §; and J2 in Lemmas 4 and 11 does not go to zero and the approximation
error in the final convergence is enlarged. However, the problem can be fixed by carefully
tuning parameters and any given accuracy € can be achieved. To this end, we first suppose
that the mini-batch sampling size Dy, lower-level problem accuracy vy, and step size n; all
depend on the communication round index ¢.

When the global model is optimal, we define the optimal personalized parameter as
X; = argming cga { fr(xx) + 21w — Px|5 }. The following theorem characterizes the
O(1/T) convergence rate of global parameters and personalized parameters for the strongly
convex case.
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Theorem 14 Suppose that Assumptions 1 and 2 hold. Let n, = v =

8 8
BRurp(C+t) 7 1 (CHt)
and Dy = {w—‘ , where up is defined in Proposition 3, ( = 72kp(1+ Tkp/B) and D is

a positive constant. Then we have E |[Wr — w*|3 < O(1/T) and E %7 — xZHi <O(1/7),
where ¢ is a positive constant, :c% is defined in Theorem 9, the expectation is w.r.t. all the
randomness except for P, and O hides constants.

Moreover, when there is no client sampling, i.e., S = N, let v, = 8 2 and

prB?(€+t
D, = [“Fﬁﬁ%ﬂr‘ with n; unchanged. Then we have E W, — w*||3 < O(1/(8*T?)) and

E |[xI - xg||; < 0(1/(8*T2)).

When there is no client sampling, choosing 5 = O(NR) leads to the convergence rate
(@) (1 /(TRN )2), which is consistent with the analysis in Theorem 9. Alternatively, since
v = O(e~%F) for some & > 0 under the strong convexity assumption, setting R = 2 (log(1/¢))
and |Dy| = Q(1/¢) also leads to the target accuracy.

When the objective is possibly non-convex but smooth, we have the following result that
guarantees our algorithm can find the approximate stationary point.

Theorem 15 Suppose that Assumptions 2 to 6 hold. Define Ap = F(Wq)—ming pd., F(W),
op = Tnjln and sample t* from {0,1,...,T — 1} with P(t* = i) = a4. Let n =
t=0 "It
1 _ 1 _ [ 90X2LpViF1 TAT2 L1
W, Vy = m and Dt = ’7+—‘ where A > maX{ 10L° + 1,4[/},
Lrp =X, 8>1 and D is a positive constant. We have E [HVF(W}*)H%} = O0(InT/VT),

where ¢ is a positive constant, the expectation is w.r.t. all the randomness except for P, and
O hides constants.

. . . . . . 1
Moreover, when there is no client sampling, i.e., S = N, let ny = 0B A RN Ly (1 1)173

90N LpB2/3(441)2/3 -
90/\2LF,B21/3(t+1)2/3 and Dy = { F’BD (t+1) —‘ Then we have E [HVF(wt*)Hg =

O (InT/(B*3T?/3)).

vy =

When there is no client sampling, choosing f = O(NR) leads to the convergence rate
O (1/(TRN )2/ %), which is also consistent with the analysis below Theorem 13.

The proof of Theorem 14 and 15 is also based on the one-step descent results (8) and
(11) with 7 replaced by 7 = SRn;. The details are deferred to Appendices A.5 and A.6.

4.2 Robustness and Fairness

In this subsection, we explore the robustness and fairness benefits of 1p-proj on a class of
linear problems and compare 1p-proj with Ditto (Li et al., 2021b) and pFedMe (Dinh et al.,
2020). For ease of analysis, we assume the rows of P are orthogonal. In practice, we can
directly use the random matrix generated as in Section 3 without explicit orthogonalization,
since high-dimensional random vectors are nearly orthogonal. Numerical comparison shows
that model accuracy would be similar with or without orthogonalization (see Appendix C.7.4).

Our Setting. We focus on a simplified setting where the number of local update steps
is infinite, there is only one round of communication and all clients participate in the
communication. Then it is natural to set 8 = 1. Suppose that the true parameter
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Ditto and lp-proj

under different values  Figure 2: Accuracy-Fairness trade-off of competing
of A. In our settings, methods. (The point closer to the bottom
the losses of pFedMe right corner is better.)

and Ditto coincide.

on client k is wy, there are n samples on each client and the covariate on client k is
{&k,i}i-, and fixed. The observations are generated by yy; = flz—iwk + 21; where the noises
2k L (0, 02). For simplicity, we assume Z?:l fk,ifkTi = bnl,;. Then the test loss on client
kis fi¢(xk) = 5= ?:1(fl;r7iwk + 2 — f,Iixk)Q, where z; ; ~ N(0, 0?) and are independent
of 2k

Three Attacks. We examine three types of Byzantine attacks. Denote the message
(ma)

delivered by malicious client k as W), then the attacks are listed as follows.
e Same-value attacks: The message sent by a Byzantine client k is set as \if,ima) =clg,,,,

where 1,4, € R%u is the vector of ones and ¢ ~ N(0, 72).

e Sign-flipping attacks: The transmitted messages are sign-flipped and then scaled, i.e.,

a Byzantine client k£ computes the true value w; but sends v~v,(€ma)

where ¢ ~ N(0,72).

= —|c| - Wy, to the server

e Gaussian attacks: The message sent by a Byzantine client k£ is set as W,gma)

N(Odsub ’ T2 Idsub ) .

The analyses for different attacks are similar, thus we only focus on the same-value
attacks here for illustration. Results for other attacks are deferred to Appendix B.3. Suppose
that the index sets for benign and malicious clients are I, and I, respectively with N = |Ip]
and N, = |I,| = N — Ny, and the heterogeneity is uniform in all dimensions in the sense of

1 1
E1::6111\71723 :dsubNbZ

k’EIb kJEIb

2 2

Zielb Wi

Zie[b Wi,1 Wiy

—Wy, N 7

2

(1-1/N)o?/n
Si1+3% (12—=02/(bn))”
The numerator of \] approximately equals the variance of noises divided by the number of
samples. The denominator is the sum of one-dimensional data heterogeneity and additional

where Y1 measures data heterogeneity in a single dimension. Let A} =
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variance due to attacks (usually we have 72 > 02/n). When A\ = )}, pFedMe, Ditto
and 1lp-proj all achieve their corresponding minimal losses. However, we do not know
factors affecting A} in advance, implying getting the particular value of A] is possibly hard.
Therefore, we need to compare the performance of these methods under different values of .

Proposition 16 Denote the averaged losses on benign clients of pFedMe, Ditto and lp-proj
by LMe atti(\)  [Phattl(Xy gnd L% ()) respectively. Under the same-value attacks, we
have (i) LM at“(A) = LPLt(\) VX > 0; and (ii) if N} < b, L% 91 ()\) < LMeatt()) if and
only if X > 1= A*/b
Porposition 16 1mphes lp-proj outperforms both pFedMe and Ditto once A is larger than a
threshold value 1= )\* =X 7p which is slightly larger than 2A]. The pattern is captured by Figure 1,
where we set n= 200 N=100, N,=20, d=100, dg,1,=10, b=1, 0=1, ¥1=0.1 and 7=100. Then

A~ 4.9 x 107 | a pretty small value. Even for A\ < it =X 75 the gap between lp-proj and

A
pFedMe /Ditto is negligible. Thus, 1p-proj has Comparable or beter performance for any

A > 0. The formal statement and proof of Proposition 16 are deferred to Appendix B.3.

Remark 17 To see the relationship between robustness and the dimension ds.p, of the
random projection subspace, we investigate the test loss function to see the role of dsyp,.”
Take the same-value attack as an example, at the optimal point A7, Lfg,atﬂ (viewed as a
function of dsup ) is linear in dgy, and the coefficient of dgy, is negative, which implies that
as dgup increases, the test loss decreases, and hence the performance of the model would be
better.

On the other hand, for a given X, the first-order derivative is larger in absolute value
when dgyp, s larger, which means that when the dimension of the projection subspace is
smaller, the test loss would have less variation with respect to A, and hence more robust
tuning performance.

Now we turn to the performance fairness defined in Definition 1. For simplicity, we
further assume that the true parameters wy, are ii.d. from N (g, Xu).

Proposition 18 Denote the variance of test losses on different clients of pFedMe, Ditto
and 1p-proj by VMe(N), VPYN) and V(N respectively. We have for YA > 0, EV2()\) <
EVMe(\) = EVPI(N). More specifically, EVMe(\) = O(d?) and EV2(\) = O(d?,), where
the expectation is taken w.r.t. the randomness of the wi.

Proposition 18 shows 1lp-proj always brings more uniform test losses, no matter what
value A is. In particular, EVI2(X\) = O(d? ;) while EVMe()\) = O(d?). Since it is likely that
dsub < d, the advantage of 1p-proj could be much larger. It implies 1p-proj is more fair
than pFedMe and Ditto. For the formal theorem and proof, see Appendix B.4.

5. Numerical Experiments

In this section, we demonstrate 1p-proj has the desirable properties through numerical
experiments.

5. To be simple, we only provide intuitive interpretation here, the detailed calculations can be found in
Remark 31 in the appendix.
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Figure 3: Personalization performance of lp-proj-1, 1lp-proj-2 with other methods on
EMNIST and CIFAR.

5.1 Experimental Setup

We test 1p-proj as well as other comparable algorithms on six data sets from common
ML and FL benchmarks (Marcel and Rodriguez, 2010; Caldas et al., 2018), including two
synthetic data sets, EMNIST, CIFAR, MNIST and FASHIONMNIST. We consider both convex
and non-convex models, where for the latter, we consider neural networks including both
multilayer perceptron (MLP) and convolutional neural network (CNN). To better model the
statistical heterogeneity, we distribute the data set among clients in a non-iid fashion such
that each client only contains partial classes of the data in multi-classification problems.® For
each client, the training and testing data are pre-specified as in the ML community, and 20%
of training data is randomly extracted to construct a validation set, keeping the remaining
80% as the training set. The training set is used for model fitting and parameter estimation.
For each competing method, we use the accuracy performance on the validation set as the
tuning criterion and conduct a grid search to choose the best hyper-parameter combination
among a prescribed candidate set. All reported results are evaluated on the test data set.
More details about hyperparameter tuning are provided in Appendix C.2. Furthermore,
to incorporate partial participation (McMahan et al., 2017; Li et al., 2020b), we randomly
select 10% of the clients for aggregation at each communication round. The projection
dimension of the random subspace for each data set is chosen based on the full model size
and communication budget. Source code for the reproduction of numerical results is available
at https://github.com/desternylin/perfed. For clarity, we only show representative
results in the following subsections, whereas the comprehensive numerical results are deferred
to Appendix C.

5.2 Personalization Accuracy Performance

In order to highlight the empirical performance of our proposed method, we compare 1p-proj
with several state-of-the-art personalization methods in the literature, i.e., Ditto (Li et al.,
2021b), LG-FedAvg (Liang et al., 2020), Per-fedavg (Fallah et al., 2020), RSA (Li et al., 2019),
and pFedMe (Dinh et al., 2020), together with a global method FedAvg (McMahan et al.,
2017) and a pure local method. Specifically, we consider the case when p = 1 (1p-proj-1)
and p =2 (1p-proj-2).

6. This type of data heterogeneity is termed label skew (Tan et al., 2022; Ye et al., 2023a).
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Figure 4: Robustness comparison of different methods, i.e., average test accuracy of benign
clients. The dashed black line shows the performance of pure local training. A
line with less than 5 points implies the algorithm collapses because the intensity
of the given attack exceeds the limit the corresponding algorithm could tolerate.

From Figure 3, we see that 1p-proj-1 and 1p-proj-2 have comparable or even superior
performance than other methods. On EMNIST and CIFAR, the minimum train losses are
achieved by 1lp-proj-1 and lp-proj-2, respectively. In terms of test accuracy, Ditto
shows the best performance on EMNIST, but lp-proj is also comparable; while on CIFAR,
lp-proj-1 gives the best test accuracy. Furthermore, the training process of 1p-proj is
more stable as the loss and accuracy curves have less fluctuation.

5.3 Communication Efficiency

We compare 1p-proj with the global baseline FedAvg (McMahan et al., 2017) and five
standard approaches using gradient and model compression, namely Sketch (Ivkin et al.,
2019), LBGM (Azam et al., 2021), QSGD (Alistarh et al., 2017), DGC (Lin et al., 2018) and
LG-FedAvg (Liang et al., 2020). For a fair comparison, we personalize the gradient compres-
sion methods, i.e., Sketch, LBGM, QSGD and DGC, which are not personalization algorithms
in the original literature. We use a simple meta-learning framework (Finn et al., 2017;
Fallah et al., 2020), which uses the collaboratively trained global model as an initialization
and performs gradient updates with respect to the client’s own loss function to obtain its
personalized model. We quantify the communication cost via total bytes written and read by
active clients each round and capture the relation between test accuracy and communicated
bytes.

From Table 1, we can see that given a communication budget of bytes, 1p-proj obtains
~ 26.3% and ~ 83.5% test accuracy improvement on Synthetic(0, 0) and EMNIST data
sets respectively. On the other hand, given a target test accuracy, our proposed method
needs much fewer bits than the rest and saves the communication cost by 79x and 1320x
on the two data sets compared with the best-competing method. Besides, our method
owns flexibility on the choice of the projection dimension dg,,, because the convergence
dependence of our method on dg,p, is mild as predicted by Lemma 11. The compression rate
of our proposed methods can be 1000x or even higher, while that of sketching or gradient
compression methods typically is no larger than tens.
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Synthetic(0, 0) EMNIST
Method Bytes Budget Test Acc Target Acc Used Bytes Bytes Budget Test Acc Target Acc Used Bytes
FedAvg 328020 0.625 0.6 597800 4236900 * 0.7 445851400
Sketch 328020 0.456 0.6 * 4236900 * 0.7 *
Ip-proj-1 328020 0.885 0.6 4620 4236900 0.906 0.7 174720
Ip-proj-2 328020 0.888 0.6 4620 4236900 0.906 0.7 196560
LBGM 328020 0.815 0.6 12200 4236900 * 0.7 206307624
QSGD 328020 0.115 0.6 923350 4236900 * 0.7 173663720
DGC 328020 * 0.6 372000 4236900 * 0.7 *
LG-FedAvg \ \ \ \ 4236900 0.071 0.7 230786010

Table 1: Communication performance on Synthetic(0, 0) and EMNIST data sets. Two
aspects are considered: test accuracy on a given byte budget and bytes used to
achieve a target test accuracy. A * on the column “Test Acc” refers to the situation
that bytes used in the first iteration of the algorithm have exceeded the budget,
and a * on the column “Used Bytes” means the algorithm could not provide a
solution that reaches the target accuracy.

5.4 Robustness

In addition to the three Byzantine attacks introduced in Section 4.2, we consider a stronger
data poisoning attack in the following experiments.

e Data poisoning attacks: The training samples on malicious clients are poisoned with
uniformly randomly chosen noisy labels. Furthermore, when communicating, these clients
would scale their transmitted messages to dominate the aggregate update.

For the former three Byzantine attacks, the noise variance 7 is set as 100, 10, and 100
respectively. The corruption levels, i.e., the fractions of malicious clients, are set as
{0.1,0.2,0.5,0.8}. For the data poisoning attack, the scaling factor is randomly sampled
from AN(0,202), and the corruption levels are from {0.02,0.05,0.1,0.2}. Under different
types of attacks and different levels of corruption, we compare the average test accuracy
performance on benign clients of 1p-proj-1 and lp-proj-2 with various defense baselines,
including Ditto, RSA, and global training augmented with different robust aggregation
techniques, such as median and Krum (Blanchard et al., 2017).

From Figure 4, we find that under relatively weak attacks, e.g., same-value and Gaussian
attacks, the test accuracy of lp-proj-1 and lp-proj-2 rarely decays as the fraction of
malicious clients increases, while we observe significant drops on the test accuracy for
other algorithms once malicious clients exist. On the other hand, under strong attacks, e.g.
sign-flipping and data poisoning, an increasing fraction of malicious clients deteriorates the
accuracy performance continuously and even collapses the local model if the attack intensity
is too large. For example, under the sign-flipping attack, when the fraction of malicious
clients exceeds 20%, only 1p-proj-1, RSA and Global+Krum work, while all other methods
fail to produce a solution. When the attack intensity further increases to 80%, the only
robust methods that achieve the desired accuracy are 1p-proj-1 and RSA.

The numerical results show that our method is resistant to standard malicious attacks,
which is rooted in the combination of projection and L'-norm subspace regularization that
is attributed to the robustness. Consider an extreme example: if the subspace dimension
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is chosen as 0, then the joint optimization is reduced to pure local training. No matter
how serious the adversarial attack is, the local test performance would not be affected.
Therefore, random projection helps alleviate the attacks applied in the original space, while
the L'-norm helps eliminate outliers further (Ke and Kanade, 2005).

5.5 Fairness

To illustrate the accuracy and performance fairness trade-off, we plot the variances of
accuracies across the system against the corresponding test accuracies for 1p-proj and several
other different approaches in Figure 2. To examine performance fairness in isolation, the
numerical experiments are performed without adversarial attacks in this part. Furthermore,
for each competing method, we select the optimal achievable test accuracy after the 20th
communication round, and the corresponding variance is picked up.

The results with respect to performance fairness show that 1p-proj-1 and 1lp-proj-2
provide accurate and fair solutions that are comparable to other SOTA methods. In
particular, on CIFAR, 1lp-proj-1 achieves the highest test accuracy of 79.22% with the
lowest variance of 0.0097 among all the competitors. Although RSA achieves the same
variance as 1p-proj-1, its corresponding test accuracy is only 77.68%, which is 1.54% lower
than 1p-proj-1. On the other hand, on EMNIST, despite the optimal approach is Ditto,
with a test accuracy of 90.89% and the corresponding variance of 0.0016, our proposed
method shows comparable performance, e.g., lp-proj-2 achieves a test accuracy of 90.70%
with a variance of 0.0016, which is only slightly inferior to the previous method. Theoretical
analysis in Proposition 18 implies that in the case of the linear model, the dependence of the
variance on the projection dimension is of squared order, indicating that low-dimensional
projection helps reduce the variance of test losses among clients. Numerical results suggest
that this conclusion may be generalized to broader settings.

6. Large-Scale Application

In Algorithm 1, the introduction of random projection subspace brings us multiple benefits,
especially communication efficiency, since the bytes needed for message transmission are
greatly reduced. However, when the size of the data set or the implemented model is
extremely large, e.g., ImageNet on deep neural networks, the extra cost for the storage of
the projection matrix and the computation of matrix multiplication may be a burden for
the clients. To address this, we propose a generalization of the vanilla form to facilitate
large-scale applications in the real world.

6.1 Block-Diagonal Projection

In Algorithm 1, the space complexity for the storage of the projection matrix is O(dgund),
while the computation complexity for projecting the full model parameter x; into the
random subspace is O(dgy,d). To save memory and reduce computation complexity, we
consider block-diagonal matrix for random projection. Suppose the projection matrix P is
of dimension dg,, X d, using a k-fold block diagonalization, we equally divide the matrix
into k2 blocks, each of dimension %t x %. Only the blocks in the diagonal are filled with

k
i.i.d. Gaussian entries which are normalized to have unit L? norm on each row, all the

20



A RANDOM PROJECTION APPROACH TO PERSONALIZED FEDERATED LEARNING

Method Train Loss Test Acc Communication Bytes

pFedMe 2.0284 (0.3778)  0.5009 (0.0130) 2.582 x 10!

FedAvg  5.6333 (0.0302)  0.0458 (0.0004) 9.307 x 1010
1p-proj-1 0.6167 (0.1247) 0.8403 (0.0071) 1.2 x 107
1p-proj-2 0.6725 (0.1040)  0.8274 (0.0058) 1.152 x 107

Table 2: Performance on ImageNet using ResNet34.

off-diagonal blocks are zeroes. In this way, the space and time complexity can be reduced
simultaneously. On one hand, the improvement in the space complexity is proportional to
the square of the number of blocks, i.e., we need O(%) space for storage. On the other
hand, the improvement in the computation complexity is proportional to the number of
blocks, which gives (’)(%) computation time. Here we only discuss the situation that
considers equal division on both dimensions of the projection matrix, which leads to the
maximum reduction in time and space complexity. In practice, there is more flexibility
as we can comprehensively consider the structure of the implemented model, e.g., when
implementing neural networks, we can equip each layer of the network with a projection
matrix, in other words, the projection matrix is divided according to the layer of the neural

network.

6.2 Numerical Performance on ImageNet

We consider large-scale applications on ImageNet, using ResNet34 (He et al., 2016) as the
implemented model, which has over 11 billion parameters. Using a similar fashion of data
generation as in Section 5, we still consider the heterogeneous case, where there are a total
of 100 clients, and each client is assigned to 50 out of 1000 classes of images. FedAvg and
pFedMe are included as benchmarks in the numerical comparison. For our proposed method,
we apply the block-diagonal projection with the number of blocks set as 50. In consideration
of limited training time and computing resources, we restrict the maximum number of
training rounds to 200. The results are shown in Table 2. From the results, we can see that
under data heterogeneity, personalization methods are uniformly better than FedAvg. On
the other hand, random projection greatly reduces the communication costs for 1p-proj
compared to pFedMe. Furthermore, block-diagonalization helps save computation and space
complexity, which leaves the great potential of our method in large-scale applications.

7. Conclusion

In this paper, we have proposed a simple yet powerful personalized FL approach based
on infimal convolution and subspace projection that we call 1p-proj. Theoretically, we
analyze the convergence of the proposed algorithm for strongly convex and non-convex
but smooth objectives with square regularizers. The inherent benefits of robustness and
fairness of our method are also illustrated in a class of linear problems. Empirically, we
perform a large number of numerical experiments on multiple ML data sets and compare
the proposed approach with various SOTA baselines. The results show that our approach
could significantly save communication costs, improve robustness under various kinds of
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adversarial attacks, and promote performance fairness. An extension of the algorithm to
reduce space and time complexity together with numerical verification indicates that our
algorithm has the potential for large-scale application. In future work, we would be interested
in establishing convergence results for general LP regularizers and considering additional
constraints, e.g., differential privacy.
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Appendix A. Convergence of 1lp-proj for p =2

In this section, we provide the complete proof for the results in Section 4.1. The framework
is adapted from Dinh et al. (2020), with some concrete results specific to our settings.

A.1 Some Useful Results

In this subsection, we provide some existing results useful for our later analysis. We first
introduce more definitions.

Definition 19 (Further definitions) Suppose that fi is a function from R? to R.
(a) fr is said to be conver, if for any w,w' € R? and 0 < a < 1, it holds that
frlaw + (1 — )W) < afi(w) + (1 — ) fr(w').
If fi. is differentiable, the above condition is equivalent to that for any w,w’ € R?,

Fe(W') = fr(w) + (Vfe(w), W' = w).

(b) fi is said to be p-strongly convex for some p > 0, if for any w,w' € R? and 0 < a <1,
it holds that

pa(l — )

o - w2,

frlaw + (1 — a)W) <afr(w) + (1 — a) fr (W) —
If fi, is differentiable, the above condition is equivalent to that for any w,w’ € R?,
fr(W') > fu(w) + (Vfi(w), W' —w) + g [w' = wl|*.
If fr. is twice differentiable, the above condition is also equivalent to V2 fy, = ulI,.
Then we have the following property of strongly convex functions.

Proposition 20 (Nesterov 2018, Theorems 2.1.5 and Theorem 2.1.10) If F}, is Lp-
smooth, then we have that

QIle |V Ep(w') — VFk(W)Hg < Fp(w') — Fp(w) — (VFi(w),w' — w)
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for any w,w' € Re. If F}, is pup-strongly conver, then we have that
[VEw) ~ T, = e [~ w],
for any w,w' € RY.

Proposition 21 provides two useful inequalities, which can be derived from the Cauchy-
Schwarz Inequality.

Proposition 21 (Cauchy-Schwarz inequality) For any x; € R? and ¢ > 0, k =
1,2,..., M, we have

M 2 M
S oxi|| <MY Ixill; and x1+xall3 < (14 ) [xall3 + (1+1/¢) [xll3
k=1 2 k=1

Next, we present the relationships between a function and its conjugate function.

Proposition 22 (Hiriart-Urruty and Lemaréchal, 1993) Suppose that f is a convex
function from R? to RU{+0c0}. Define the conjugate of f as f*(u) = supycra{{u,x)— f(x)}
and the biconjugate of f as f** = (f*)*. The domain of f is denoted by dom f = {x € R? :
f(x) € R}. Suppose ¢ is a positive number. Then we have the following results.

(a) If f is convex, then f** = f.
(b) If f is c-strongly convez, then domf* = R% and f* is 1/c-smooth.

(c) If f is convex and c-smooth, then f* is 1/c-strongly convex on every convex subset
C C domadf*.

(d) If f is convez, then u € 0f(x) <= x € Jf*(u).

Proposition 23 guarantees the approximate isometry of a “flat” matrix with independent
rows under certain conditions.

Proposition 23 (Vershynin 2012, Theorem 5.58) Let A be an d x D matriz (d < D)
whose rows a; are independent sub-gaussian isotropic random vectors in R with ||a;||, = VD.

Then for every t > 0, the inequality
VD — CVd —t < s$min(A) < smax(A) < VD +CVd +1t

holds with probability at least 1 —2exp(—ct?), where syin(A) and symax(A) denote the smallest
and the largest singular values of A, C = C', ¢ = ¢ > 0 depend only on the subgaussian
norm K = max; |4, of the rows.

For the definitions of sub-gaussian random vectors and the norm ||-||,,, see Definition 5.7
and 5.22 in Vershynin (2012). A random vector is said to be isotropic if its covariance matrix
is the identity matrix.

With Proposition 23, we can prove that our projection matrix P is approximately
orthogonal in the sense that all the singular values of P are around 1.
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Proposition 24 With probability at least 1 — 2exp(—cdgup), we have 1 — Cy/dsyp/d <
Smin(P) < Smax(P) < 14+ C\/dsup/d for some C,c > 0, where spmin(P) and Symax(P) denote
the smallest and the largest singular values of P.

Proof For our choice of P, we have P = (aj,as,..., adsub)T where the row vectors a;
are independent and uniformly distributed on the unit sphere of R¢. Example 5.21 in
Vershynin (2012) implies that each V/d a; is isotropic. Moreover, by Example 5.25, we have

that H\/gai .
2
Then by Proposition 23, we have that 1 — C'\/dsup/d < Smin(P) < Smax(P) < 1+

C'\/dsup/d with probability at least 1 — 2 exp(—cdgyp,) for some positive constants C' and c.
|

= (Cy for some absolute constant Cy > 0.

For brevity, we let s = C'\/dgyp/d. If \/dsup/d is sufficiently small, we have s < 1. Then
Proposition 24 implies that (5), i.e.,

1_3§3min(P)§3max(P)§l+Sa 0<s<1

holds with probability at least 1 — 2 exp(—cdgyp). This implies that rank(P) = dg,, and the
dsub, X dsyp matrix PT P is invertible.
The next proposition is a straightforward consequence of (5).

Proposition 25 If (5) holds, then we have | Px||3 < (14s)?||x|3 for any x € R?, ||Px||5 >
(1= 5)2 %[5 for any x € col(PT) and (1—s)|y[3 <[P Ty, < (1 +5)llyl3 for any
y € R, Moreover, if f() is an L-smooth function from R? to R, then f(P'-) is a
(1 + s)2L-smooth function from R%uw to R.

Proof From (5), it is easy to verify these properties except for the inequality ||PxH§ >
(1 —s)?||x]||5 for any x € col(PT). Suppose the SVD of P is P = UDV " where U is a
dsub X dgy, orthogonal matrix, D is a dg,p X dgyp diagonal matrix whose digonal elements
are between 1 — s and 14+ s, and V is a d X dg,p matrix with orthogonal column vectors.
For x = Py, we have

2
|Px|? = HPPTyH2 —y PP PP y—y PVD*V ' PTy.
Ify#04,, V' Ply=DU"y #0,_,. Since D?> = (1 —5)21,_, . It follows that

|Px|3>(1-s)?%y ' PVV'PTy=(1-5)%"UDDU"y
2
—(1-s)?y UDVVDU y=(1-s) HPTyH2 = (1-9)2|x|2.

This completes the proof. |
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A.2 Proof of Theorem 9

In this subsection, we give the formal proof of Theorem 9.

Proof [Proof of Theorem 9] Recall that (5) holds with probability at least 1 — 2 exp(—cdsyp)-
For convenience, we assume this inequality holds throughout the proof. Then we assume
n < ﬁ %+ The exact value of i will be determined later. By Lemma 8 and Lemma 5, we have

2

E % Z VE (W) =V F(W¢)

keS;

N/S 1

ZN [I1V E(5r0)—V () [3]
i _N/5-1
- N-1

(4LFE [F(W,)—F(W")] +20%,;) . (13)

Recall that 71 = 5 82 1and kp = Lp/up > 1. n < 2L implies that

1
8L (1+10k7/8) BR

7=pBRn<m < Inin{ﬂ2 , 5LF} Then we have 37 +2/ur < 8/pup. By Lemma 7, we obtain

o N
77(377+2/MF)Z E[Hgicr V(W H}

0

16A202 i3 3213 A 1 s -
< - _
< L ; ~ (7 [IVEL(w0)I13] + 105%7)
~16)\262 32L
7

HE
_16A267 ﬁ3 3212
<1 + 25

KF p

_16A267 ~2 . i 2 252
< + 180E@LFE [F() = F(W")] + 32 kL (140} + 10A°67), (14)

i (14E [ 11V B (90) -V B (") 3] +14E [V EL(5) 3] +10A%7)
k=1

E (28LpE [F(W;) — F(W*)] + 1d0%; + 10A%67)

where the second inequality is by Proposition 21, the third inequahty is by Proposition 20
and the definition of O'Fl, and the last inequality is due to 7) < £7—. Substituting (13) and
(14) into Lemma 6 yields

B (I wl) < (1- 242 ) & o — w7 ]
N/S—1 180 - -
a2 e (o4 128t B0 () —

16262 602, (N/S—1)
77 1_1_772 F,I( / ) 77

32kpLp (140, + 10A%67) .

[ N-1 Wz ,
=:C =:C =:C‘3,
: N/S— 1
Since / <land n=pRn< m, we have

- N/S—l 180/4:}7 - RE
2—L 12 >2—-1L 1 180— | > 1.
F77<6+ N1 T3 )_ F77<8+ 805>_
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It follows that
3
52
(15)
Let Ay = ||[W; — w*|5 and a_; = 1. Then we have (1 — fjup/2)a; = oz for t > 0.
Rearranging the terms of (15), multiplying both sides by a‘ and summing over the index
t, we obtain

B (I = 9718) < (1= P58 ) B [Is - 5 ] AL () — FOLIC +7PCrt

T-1 . T-1 N
GBIEWl_ pgy < SR [(1 - ”“F> Gl O‘EAt“] 203 + 30y + C
—~ T pure 2 ) nAr nAr B
T-1
1Ay — oA
< E |:at 1 t~ Qg t+1} 203+TIC2+C1
pure nAr B
AV OéT—lE[AT] i
= A iAp ﬂ2C3+nC2+C1

Now we bound Ap. First, we have
- X AN e\ =, iur '
Ar 1 EE =(1- 12 1 - EE
~Semn () =) ()

1- (1 — *;“)T 5
< ar_—1

e /2 = fup

=~

= ar-1

On the other hand, setting 77T > 2/up yields

- T
1— <1 _ "WF) . = . _
2 ) 5 ap, ! exp(—qppT/2)  ~ 1—exp(=1) _ ar

o = T = = = = = .
/2 npr/2 nr/2 nr

L \T
Then we have ﬁle < LB =pr (1 - T”éF) < ppexp(—nur/2) and O‘T — > . It follows
that

2

72 —5C3+7Ca 4+ Cy. (16)

— F(W*) < ppexp(—iipr/2) A0 — “EB[A7] + L

Since F' is convex and A > 0, this implies

E[F(wr)] — F(W") < up exp(—iipr/2) A0 + 32 03 +nCs + Ch. (17)
Recall that we need to ensure 7 < % (e, n<m)and T > ﬁip (ie., 7> T). Now
we use the techniques in Karimireddy et al. (2020). Arjevani et al. (2018) Stich” (2019) to

specify the value of T" and 7.
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;1.2FAOT /,LFA()T
) 21 20, ~ 21 2C9 2
o Ify > ——T o we choose 11 = max T T . Then 5 > 2 0T . Recall

that T > ﬁ, which implies % < 1. It follows that 7 < n;. Moreover, we have

=0 (“ T) With this choice of 7, the first term on the right-hand side of (17) is
less than the second term. Thus we obtain

E[F(wr)] — F(w*) <O (;L?T> +0 (M%%TQ) + Oy

2 AgT
21n(“F 0 ) )
o If iy < % we choose 7] = 1. Clearly, we have T' = -2 7<O (ﬁ)

This implies

_ o —urT &) > Cs
_ < _ARES s :
E[F(wr)] — F(W") < pplgexp < 5 ) +0 <,UFT> +0 <M2F52T2> +CG

Combining these two cases, we obtain

BIF(wr)] - F(5°) < prBoesp (2470 ) 10 (WS—”>

2 ,U,FTN
(0%, +X26)kpL 252
o (TRt o)L +<’)(A 51):;01.
ppB*T 2

Now we prove the second inequality. Let X} = argming, cpd { fre(xk) + % | W — ka||§}
By Proposition 21, we have

E[||Pxf - %]}
< 3E [|Pxf — PR3] + 38 [|PRT — wor 5] + 38 I — 5]

< 30 + o [IVEL() 3] + 38 Iwvr - w2

6 ~ ~ % 6 ~ % ~ ~ K
< 367 + E [IVEL(Wr) = VELW) 3] + T5E [V )13 + 3B 9 — %3]

where the second inequality is by Lemma 4 and Proposition 3 and the last inequality is by
Proposition 21. Proposition 3 also implies that Fj is A-smooth. Then we have

E [||Px] — & 2] <367 + 08 [Iwr — w'I] + & [IVE(&)13]

Note that the left-hand side of (16) is nonnegative. From the above analysis, with our
choices of 77 and T', we have

HE

5 03+7702+C'1<O1

E (I — 73] < ur exp(—ir/2) 80 + 55
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Taking the average over the index k, we obtain

N 2 2
1 ., o bo
= SE[||Px] — %] < 9B [Ivr — w7 3] + =3 <01+0< e )
k=1
This completes the proof. |

A.3 Proof of Theorem 13

In this subsection, we give the proof of Theorem 13. For the smooth case, Lemma 8 still
holds. And similar to Lemma 7, we have the following lemma that gives an upper bound on
the drift error of the inner loop.

Lemma 26 (Bounded client drift error) Suppose that Assumptions 2, 4, 6 and (5) hold
with 0 < s < 1/30. Forn < %, we have

Al 2 4L%’ﬁ2 7 al ~ 2 2¢2
NRZZE ek, — VEF] < 2083 + =55 (5 SR [IVA()I3] +103%5 )
k=1 r=0 k=1

where 63 is defined in Lemma 11.

Proof [Proof of Theorem 13] We first assume n < 52 The exact value of n will be determined
later. By Proposition 24, we have (5) holds with probability at least 1 — 2 exp(—cdgyp,) and
0 < s < 1/30 as long as dgyp,/d is sufficiently small. Throughout the proof, we assume this
inequality holds.

Recall that with 7 and g; defined in (7), we have w;11 = w; — 7jg;. By Proposition 10,
F}. is Lp-smooth, then F is also Lg-smooth. This implies that

E[F(Wii1) — F(Wy)]

_ - L - -
E[(VF (W), W1 = Wi)] + 5 E [[Weer — W] 3]

— AR [(VF (W), )] + 1 QLFE [”gt”g}

= B [IVF@0)|E] ~ B (VF(w), & ~ VEw)] + 57 [g2]
i i | N Rl 2
< B [|[VF(Wo)|13] + 3E [IVF () [3] + JE ‘NRZ (). — V(%))
k=1 r=0 2
)
TR (ledl3] (18)

where gm is defined in (6) and the last inequality is by Cauchy-Schwarz inequality. Next
from the proof of Lemma 3 in Dinh et al. (2020), we have

=
_

N
1 - -
[Ilgtn ] < 3Eg, Nszl gk, — VE(%)| + 3Es, Sk% V Fy (W) — VF (W)
= I8 + 2

Il
o
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+3Es, [VF(W)ll3.- (19)

We defer the proof of (19) to the end of thls subsection. Recall that 7o = )\2 I 8 >1 and
A>1.np< gQ implies that 7 = B8Ry < g7—. Substituting (19) into (18) ylelds

E [F(Wey1) — F(Wy)]

< Tu i) + (1 E0) L Sk st - Tl
=73 Wl T 2T 79 ) NR Bhor BN

r=0 k=1
g | LS R - vre) | + LR (v ]
keSt
§—ﬁ(1_23ﬁLF)E[||VF( DI + HTLe IS - ZN (19 Fi) — VE ) ]

2o ALY [T & ) . i 250
W NZE[nm(wt)—VF(wt)ng] 7R [|[VF (W) 3] +102%53

(430 r) [

< ML)y [y ] + LN (s, O (i)

N 2-10L2
H(1+30Lp) [ 00 | ALET 2 25 SN 252
Ty |20 g 210k + B [HVF(Wt)Hg} + 10A°63
1 3 15L2 N/S—1 14(1+37Lr)\*ijLp e
=—ij|=—qLp (2 [ VI }
K [2 s (2 N0 No1 32N — 10L2) IVEw)2
i’ 2 2 9 2 N/S N - 252
where the second inequality is by Lemmas 7 and 8 and the fact that E[||X||§] =E[||X — E[X] ||§}+
IE[X]||3 for a random vector X and the last inequality is by Lemma 12.

Clearly, we also have 7 < 57— L , which implies that 1+ 37Lr < 1+ 33/2 < 3. Recall
that A2 — 1012 > 1 and N](,Sill < 1. Then we have

3 1502 N/S—1 14(1+ BﬁLF))\QﬁLF 3 5 2 _ 45,5
= S+ 15L% 42107 < — )2
5 TN 1002 N1 B2(A2 — 10L2) S LT 2

Since n = BRn < then

90)\2L ’

1 45)\°Lp - 1
2 2 -

Y

2

- \

L §+ 1502 N/S—1 14(1 +375Lp)\*HLp
TP\ TN 1002 N -1 B2(AZ — 10L?)

Moreover, the choice of A implies A > 1. Then we have 1 + 3Ly <1+
that

15/\2 < 2. It follows

E[F(Wi1) ~ F(¥)] < —1E [|VF(& A HEE T 413(210%, + 100°))

=:Cy
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N/S -1

+ 2 BLpoty———— 77 2)%63 .
“ N-—-1 ~——
=:Cs =Co
By rearranging the terms and telescoping, we obtain
! TZ_IE[HVF(N 3] < 2~ Fwr)] £ o vics + G (20)
— w
4Tt:0 t)li2| = T 524 nls 6-

Now we use the techniques in Karimireddy et al. (2020). Arjevani et al. (2018), Stich (2019)
to specify the value of 7. Recall that we need to ensure 1 < 5R (e, n<12).

3>/3AF

o If 7 or 73 > TC , then the first term on the right-hand side of (20) is no large

2 \13 [ ap\1/2
than the sum of the second and third terms. We choose 7 = min ( TC, ) , (T—%) .
Then we have 11 < 72 and

1 = el L ARCE (ApCs)1?
M;E[HVF(Wt)Hz} 2 (3T)2/3 +2 T + Cs.

o If 7 TC E and 73 < TC , then the first term on the right-hand side of (20) is larger
than the second and third terms. We choose ) = 7y and obtain

T—

1 12 Ap
— Z IVE)3| < 3=
4T pa [ } T
Combine the two cases and sampling ¢* uniformly from {0,1,...,7 — 1}, we have
=
E[IVFw)] = 7 ZE IV ()11
1/3 1/2
. ALY (0%72 +x203) " (ArLrod,(N/S - 1)) -
<Ol —+ 73373 + + A%05 | =: Os.
T B2/3T72/ VTN

Now we prove the second inequality. Let yt= argming g, {fk(PTyk)—i—% Hvift—PPTyk H;}
and :?CZ = PTy}Z. By Proposition 21, we have

1 9 X
[l < 2 Y5 [P - P
k=1

k=1

)+ | P — ]

N E |||V E (W)
§25§+%Z { 3z 2}, (21)

i=1
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where the last inequality is by Proposition 10 and Lemma 11. Due to Lemma 12 and the
fact that E[|| X|3] = E[|| X — E[X]||3] + |E[X]||5 for a random vector X , we have

N N

A2 -
[VEW)5-

2
<39k o o2

Substituting (22) into (21) and taking the average over the index t, we obtain

T 1 2

T-1 N
1 2 2 F2
7w 2 2B 1P - wll] < g ZE (197 () 2] K
0'12?2
§02+O<5§+ e )
where the last inequality is due to A > +/10L? + 1. This completes the proof. |
Proof [Proof of (19)] By Proposition 21, we have
8 [ngtn%]
2 2

1 R 1 2

<3Es. || gR z; z% 8hr — VE(We))|| + Skez; VEp(Wi) = VE(W)|| + [[VE(W)l;
- t

L 2
r 2

R—
1 1
< 3Es, 7R > E Hgkr*VFk Wi HQ g Y " V(W) — VE(Wy)|| + [[VF(W)|I3
€S kES:

2

2

If we only consider the randomness from the sampling of S, gi . and VFj(w;) become
constant vectors. Use 1 4 to denote the indicator function of an event A. Uniform sampling
implies Eg, [Ires,] = % Then we have

R—

,_n

N
1 -
s[> Z gk, = VEI,| = g5 22D leks = VE[|, Bs, [Lres]
k€S, r=0 k=1 r=0
| N Rl
~5 gk — VEL (%[5
NR k=1 r=0 ' ?
This completes the proof. |

A.4 Proof of Auxiliary Results

Proof [Proof of Proposition 3] From the discussion at the end of Section IV.2.4 in Hiriart-
Urruty and Lemaréchal (1993), we know that Fj is convex. By Proposition 22, we have
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domf; = R? and Fy* = Fj,. Then domF} = = R%ub_ It suffices to prove Fy is %—strongly

convex and —-Smooth By the definition of conjugate function, we can compute F}’ as

Fr(u) = sup {<u,v~v)_ inf [fk( )+ ;IIW—PXHg]}

WeRdsul)

- s W - -5 1w - Px3)

wER%sub , xc R4

= sup {(u,PX> — fr(x) + sup [(u,\fv — Px) — % ||lw — Px”%] }

x€R4 WweRsub

1
= sup [(PTu,x) = fi(x)] + 55 lull3
x€R4

1
* T 2
= F(PTw) + o5
By Proposition 22, we have the following results.
(a) F}is 1/A-strongly convex, then Fj, is A-smooth.
(b) f; is 1/p-smooth. By Proposition 25, fi(P":) is (1 + s)?/p-smooth. Then F} is

((1+s)?/p+ 1/X)-smooth. It follows that Fj is # -strongly convex.
Moreover, by Proposition 16.59 in Bauschke and Combettes (2011), we have VFi(w) =
AW — Pxy).

Finally, we give the proof of the last claim. If f; is L-smooth, then by Proposition 22,
fris 1 /L-strongly convex. Then Proposition 20 implies that for any uj,ug and 0 < a <1,
we have

afi(PTur)+(1-a) [ (PTua) = f (PT(auy + (1 - a)uy) ) +a(1-a) o | PT(ur - u2>HZ.
By Proposition 25, we have

ot (PTw)+(1-0) ff(PTuo) > f (PT (0w + (1-a)u) ) +a(1-0) “;L [P
This implies that f{(P7-)is (1—s)?/L-strongly convex. It follows that F}* is ((1—s)2/L+1/))-
strongly convex and then Fj is (l_g\)ﬁ—smooth. |

Proof [Proof of Lemma 4] By Proposition 3 and (5), we have HVFk(€V27T)—A(W27T—Px'}wq)

2

A HP()E'}M — X)) . Then we focus on the distance between %j

¢
and X e

LS A0+9) [, —xt

,T‘2

2
For convenience, let hy(xx; \if}g ») = fe(xk) + % H\?VZ - kaHQ. Recall the definition of

hy, in Eqn. (3). Clearly, hy, is p-strongly convex and Vhi (XL .;wt ) = 0. By Proposition 20
and 21, we have

2
o lot t 2 1 B
Ep, Xk,r_xk,ngﬁﬁEpk

Vi"k (f(z,r; ﬁkﬂ ‘;Vfc,r) - Vibk (Xfc,r; ,bkv wi,r)

2
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IN

2 ~ ~
’th Xk P Dk? W}tf,r) — Vi (}A(zl‘/f,r; ‘;V}tc,r) 9 + Eﬁk Hth (Xz,'r; Dy, sz,r)

)

=

IA
tw‘ )

§k €Dy, 9

IN
‘s:w‘ )

~ 2
E&m V(X i) — V(X ) )

+ v

2
( Z vfk: Xkr,gkz) ka(ﬁllfc,r) tv

<

tw‘ o

where the fourth inequality is due to & ; are independent and Efk,ivvfk(f{i,r; ki) = fk(fc';’r)
and the last inequality is by Assumption 2. This completes the proof. |

Proof [Proof of Lemma 5] By Proposition 3, Fj is Lp-smooth with Ly = A. Then by
Proposition 21 and 20, we have

N N

1 - 2 - 5

NZHVFIC(W)Hg < NZHVFk( — V(W3 + ZHVFk )5
k=1 k=1

<AL (F®) - F() + 23 IV
k=1

Note that VF(W) = + S| VFj,(W). Since E || X — EX|)5 < E | X||* for any random vector
X, we have + S IVEL(W) — VF(W)||3 < + S IVFL(%)||3. This completes the proof.
|

Proof [Proof of Lemma 7] Recall that gj . = A(W}, . — Px},,) and VF (W} ) = A\(W}, . —
Px! +)- Then we have

E||gh, - VR3] < 2 |leh, — V(L] + 2B [ VE (W) — VE()]3]
< 9E [Hgg, VE(W,) §]+2L E“wkr—th }
< 2020 4+ 2LFE || W, — w5 (23)

where the first inequality is by Proposition 21, the second inequality is by Proposition 3,
2
and the last inequality is by Lemma 4. Next, we bound the second term H\if}c — \7th2. By

Proposition 21, for » > 1, we have
B ||[,, = will3] = E | [k, -1 — %0 — ek )

1 ] ) )
< <1 + 4R> E|[[Why1 = Wi = nVE(W) 5] + (L + ARE | g1 — VE(W0)]]
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1\ - i 1 -
< (14 15) B[k — w3 + (14 1) 0+ aRIPE[I9A
+ (14 4R)E [|gk, -1 — VRG] (24)
Recall that n = nBR < 5L and R > 1. Then we have ( + 3 L )2<1+13R, (1+ & )(1+

4R) < 2R and (1+4R)n* < 5Rp? < 5R25R2L2 = 5RL2 : Substltutlng these inequalities
and (23) into (24) yields

_ - 25 -
E [t~ will] < (14 105 ) B [t - wilE)] + s [IvmGonlg]
2 - -
+10RPNE + o [k, — Wil
< (1 + ;) E [thkﬂq,l - vvtuﬂ + 7TRi’E [||VFk(v~vt)||§} +10R2A262.
(25)

Note that (25) holds for any 1 < r < R and W}, , = w;. Applying (25) recursively, we obtain

E [vatm _ vvtuﬂ < (7Rn2E [||VFk(v~vt)H§} + 10Rn2A25%) Ri <1 + ;) .
=0

Since (1 + x/n)™ < e for any x € R, we have Zﬁ:_ol (1+1/R)" = (Hll//# <¢ /— < 2R.
This implies

_ 2] 142 5 2072 \26%
E (I, —wlly] < B [IVAGw)IE] + = (26)
Substituting (26) into (23) yields
NP
E ||lgh, — VF(W)[3] < 22%7 +2 gz <7IE IV E()113] +103%3)
Taking the average over the indices k and r, we obtain the desired result. |

Proof [Proof of Proposition 10] This proof is adapted from Hoheisel et al. (2020).

Let oA(y) = fu(PTy) + 3 HPPTyH; By (5), we have that the smallest eigenvalue
of PPTPPT is no less than (1 — s)*. Since A > 4L and 0 < s < 1/30, pa(y) is
((1 = s)*X = (1 + s)*L)-strongly convex. Similarly, the function fk(PTy)—l—% |w — PPTyHi
is also ((1 —s)*A — (1 + s)2L)-strongly convex. Such an yj, exists and is unique. By Propo-
sition 22, ¢} is a continuously differentiable function defined on Réub and Vi = (V)L

Then we have

Fi(w) = min {fk(Xk) + % ([ — PXk||§}
cRd

Xk

= min {fk(PTY) + % HW - PPTsz}

yERdsub
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A - A 2
=2 W3- sup {A <W,PPTy> — f(P'y) - = HPPTyH
2 ye]R‘isub 2 2
A 2 * T
) [wllz = ex(APP W),

where the second equality is by Assumption 6. Then VFy(w) = AW —APP Vi (APP'W).
On the other hand, we have

. . A~ 2 . .
i = argmin {fk(PTy) + 3 HW - PPTyHZ} = argmin {cp)\(y) - A <w, PPTy>} )

yERdsub yeRdsub

The first-order condition implies Vi, (§1) = APPTW. It follows that y; = Vi (APPTW).
Finally, we obtain VFj(W) = AW — APPy;.

Now we prove the Lipschitz continuity of VFy. Let ¥y)(x) = fr(x) + % | Px]|3 and
%, = P"y.. By Assumption 6, we have

A
X) € argmin {fk(x) + —|lw — PxH%} = argmin {¢)(x) — A (W, Px)}.
xeRd 2 xeR?

The first-order condition implies Vi) (%;) = AP TWw. By Proposition 25, 1 is ((1 — s)?X — L)-
strongly convex on col(PT). Then we have that for any x € col(P "), it holds that

1

Ua(%e) < Ua(x) + A (PTW, 3 —x) = 5

(1= 8)?A = L) [|1x = %5 -
Recalling the definition of ), we obtain

. A . A o A .
Je(Xk) + 5 | P%yll5 — 3 | Px]|5 — A <PTW7Xk - X> +3 | P%), — Px|;

L (1-3s)2)

. Ao
<0+ (5 - F552 ) -l + 5 1P~ P

By Proposition 25, we have || P%), — Px||5 < (14 s)?||%x — x/|3. It follows that
5 Aipe 2 A 2 Ta % Alpe 2
fi3) + 5 I1Pxelly = 5 1Pl = A (P50 —x) + 5 | P& = P
L .
< fr(x) + (2 + 2SA) I — %3
which is equivalent to

Fe(Xe) + A <PTP$<k —P'w, %, — x> < fe(x) + (g + 25)\> |x — %13 (27)

For a W' # w, let y} = argmingcpa,,, {fk(PTy) + 3w - PPTsz} and %), = P'y,.
Then we also have %), € col(P ). Replacing x by %, in (27) gives

R, — %[5

N R o N R L
fre(Xi) + A <PTPXk —~ PTw, % — X§g> < fe(Xy) + (2 + 28)\)
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Changing the orders of X;, and %) leads to

X, — %[5

L
Fu(X) + A <PTP§<; — P, %) — xk> < ful(%e) + <2 + 23)\>

Adding the above two inequalities and rearranging terms yields

A <PTP(>zk A &;> — (L +4s)) ||%), — %] < A <PT(vv — W), % — x;> .

By Proposition 25, (P P(x), — X},), % — X},) = | P(%x — %, )[|2 > (1—5)? %% — %},]|2. Then
we have

(1—6s— sHA — L)

%), — x| < )\<PT(\7V W), kg — &;> .

Since s < 1/30 and A > 4L, we have (1 — 6s — s?)A — L > 0. Dividing both sides by
(1—6s—s?)\ — L — L gives

1
6s —s2— L/\

X) — Xg

<PT(v~v — W), %p — §<§€> . (28)

2
o<1z

Then we have

|
= |w - W|2 = 2(w - W', P(%, — %},)) + || P(%x — %})||5
< [|% =[5 = 2(F =W, PR, — %5)) + (1 +5)? [|%i — R}

1 2
SHW—W’\;+<16( ) L/A—2> (W—W P& — %)),

s— 82—
where the first inequality is due to Proposition 25 and the second one is due to (28). Since
2
A> 4L and s < 1/30, we have t—gesr7x — 2 < 0. As a result, |V Fy(W) — VEL(W)][|3 <
X2 [ — 2 .

Proof [Proof of Lemma 11| Let x = PTy}SH, + Qy?!. . Recall that we have PQ =

2
, where the minimizer y; , is defined as
2 K

04, x (d—duy,)- Lhen by Proposition 10 and (5), we have HVFk(WZ,r) - )\(WZ’T - Pxfw)

A|PPT 1, —yh|, < 1+ 92 |5k, - v

2
S’Itc,r = argming g, fe(PTyr) + % HW;M - PPTka2}. Then we focus on the distance

between y;g , and yi/, i

Recall the definition of iy in (3). Throughout this proof, v~v};’r and Dy, are fixed, so we

omit the dependence of ilk on these parameters for brevity. For any x; = (PT, Q) <§k>,
k

we have Oy @k = P—r kalNLk. By Assumption 6, we have a}”,kilk = 0. Then with some
Oy I Q
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abuse of notation, we can view h; as a function of yy:

- 1 2

_ N
hi(yr) = = Y fe(Plyki&ri) + 5 waw - PPTyk‘
|Dk| £4,i€Dy

)

2

and it holds that Vy, hy = P Vi, hy.

2
For convenience, let hy(xg) = fr(xx) —1—% ‘VV}ZT —kaHQ and )A(’,;T = PTSI};’T. By

Proposition 25, hy is (1 — s)*X\ — (1 + s)?L)-strongly convex in y; and vykhk(ygﬂ,) =0.
Then by (5) and Propositions 20 and 21, we have

S 2
E'[)k y}ffﬂ" - yz,rHQ
! Tl - 2
= (1 —s)*X—(1+ 8)2L)2Eﬁk Vyihie(Fr) = Vb () ;
(1+5)? ) - I
= (1—9)*N—(1+ 3)2L)2EDk Vi, hi (X ) — Vi, b (x5, ) ,
2(1+s)? o A ) ) 2
T (1= 9)*A— (1+5)2L)? (Ef)k kahk(x};J) — th(x};ﬂ“) ) +Ep, vahk(xzw) 2>
2
2(1 + s)? 1 . )
- Ep, = D VGl = V&) +v
—s)IA - 21)? Dr k,r Sk, ko
(1 =9)*A=(1+5)°L) |Di &r.i€Dy, 2

2
< 2(1 + 8) ' ~1 Z Eg,”-
(1 =8)*A = (1 +5)2L)" \ |Dy/? _
&k, €D

2(1 +5)° i
= (1 —s)4\ — (1 + 5)2L)? (\f)k\ * )

where the fourth inequality is due to x; are independent and E¢, ,V fr (X4 i) =fr(X% )
and the last inequality is by Assumption 2. Then by Proposition 10 and (5), we have

~ 2
ka ()A(?l;,r; gk,l) - vfk(f(i,r) 9

+ v

1 N N 9 2(1 + 5)8 o
—E ||| VE(W,) — AWk, — Px < =—+v|.
22 |:H k( k, ) ( k, k, )H2i| — ((1 —8)4)\— (1 +S)2L>2 ‘Dk‘
|
Proof [Proof of Lemma 12] If fi is L-smooth, by Proposition 10, we have
1 & :
- ~\2 ~ N ~ o
IVFu(%) = VE@)I = |\ = Pr) = DA — Px) ;

; A : - 2
where X, = Py, with y;, = argming cpdg,, {fk(PTyk) + % HW — PPTkaQ}.
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The first-order condition implies PV f,(P'y:) = APPT(w — PP"y}), which implies
PVfi(x;) = APP"(W — Pxy;). By (5), it is easy to verify H (PPT) 1PH2 <(1-s)"t
through SVD. Then we have

N
1 .
(1_3> (vfk(xk) - szfz(xz)>
=1 2
1 & ’
<2(1-s)7 (ka(fik) N vaz(f(k)>
=1 2
1 & 1 & ’
+2(1 —3)72 (szfz(ﬁk) — NZV]%()%)) s
i=1 i=1 2
where the last inequality is by Proposition 21.

Taking the average over the devices, we obtain that

LN

& 2 IVE(®) = VE(W)]3

k=1
N Nl X 2
<21 =) (Vi) = VG5 +200 =) Y |15 D (VSilke) = Vi(%:))
k=1 k=1 =1 2
-2 2 )~ Sl T
<2(1—s) "oy Tt e DN IVG) = Vi)l (29)
k=11:=1

where the last inequality is by Assumption 5 and Proposition 21. By the smoothness of f;,
we have

2
IV£i() = Vfil&a)l3 < 12 15 = %ill3 = 22| PT (9 = 9)|

2
= 12||PT(PPT) ' PP (3.~ ),

2
1— )21 HPPT -3

<
= (1—8) 212 P&, — P}
< 2(1 - 5)7212 (| PRy — W[} + | Px; — w3
_2(1—s)" 2L (‘

A2

where the third inequality is by Proposition 21 and the last equality is by Proposition 10.
Substituting (30) into (29) gives

VEW)3+IVE®E),  (0)

1 & ) o 2 5 8(1—3 i
¥ 2 IVE(%) = VE@)|3 < 21— 5) 0% + ——5—— = > [IVF(W)Il3
—_ k:
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1012 1
<303 + AZNE]W& )3

10L2 2 -
=30} + ZHVFk VFW)[3 +[[VE(W)l3 |,

where the second inequality follows from s < 1/30 and the last equality is due to the fact
that E[|| X||3] = E[|X — E[X]||3] + |[E[X]||3 for a random vector X. Finally, rearranging the
terms yields

N
2 3\2 5 10L2 9
kz IVE(W) = VEW)Il2 < v —57297 T 32 — o2 IVEWz-

A.5 Proof of Theorem 14

In this subsection, we give the proof of Theorem 14. We first give the formal statement of
Theorem 14.

Theorem 27 (Formal version of Theorem 14) Suppose that Assumptions 1 and 2 hold.
m LU= ﬁ and Dy = [w—‘, where ¢ = 72kp(1+ Tkp/B) and D

is a positive constant. Then with probability at least 1 — 2 exp(—cdgyp,), we have

Let ny =

D - e N U W Ve Y
Wi — w3 T4 = 3 272 2NT 2 3272
e e g s Py
2

" L+ XN o
B A ]

where ¢ is a positive constant, 0%71 =+ SN IVFL(%)|3 and the expectation is w.r.t. all
the randomness except for P. Moreover, when there is no client sampling (S = N ), let

vy = m and D; = [w-‘ Then with probability at least 1 — 2 exp(—cdsyp), we

have

An A2(1 42 K202
E ||, — w||2<(9< =0, ( 7f)<1+ AL >+ FEL

T4 M?}’?62T2 M252T ﬂ%ﬁQTQ
1+ 47 /\2 o2
E||x; — XkHz =0 (u 2 52T2 E W — w5 |

Note that there are four terms on the right-hand side. The first term is due to initialization
and is negligible compared to other terms. The second term is from approximation error
and mini-batch sampling in each client and is the leading term of order O(1/T"). The third
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term is caused by client sampling. And the last term reflects the client drift with multiple
local updates because of the diversity across clients. Note that a larger § leads to a smaller
step size and consequently lightens the client drift.

Proof Recall that by Proposition 24, we have (5) holds with probability at least 1 —
2 exp(—cdgyp) and s = O(1). Throughout the proof, we assume this inequality holds. In this
case, Lemma 4 becomes that for a fixed VNVZJ, we have

1 201+ s)2 (7
2B [HVFk(\?vtk,T) — (Wi, — Pxiw,)Hﬂ <67 = (74;8) <7f - ut> .

With our choice of D; and v, we have 6,52 < %(8 + D’y]%).

Similar to the proof of Theorem 9, we first rewrite the local update as

~ ¢ ot ~ ¢ t
Wil = Wi — Mt AWy, — Pxg ),
ot
—Sk,r
which implies
R-1 R—1
t ~ 1 ~ t ~ ~
Ur E Ekr = (W wk,r+1) =Wio~Wgr =Wt —Wrpr
r=0 r=0

Then g};r can be considered as a biased estimate of VFj, (ﬁv}ir) and the global update rule
becomes

Wi = (1 - B)wy +§ > Whrp=wWi— g > (Wi =W g) = Wi — SR SR > ngw

keS keS: _ TIt keSt r=0

=8t

where 7; and g; can be interpreted as the step size and the approximate stochastic gradient
of the global update, respectively.
Similar to Lemma 6, we have the following inequality.

B (I - w713 < (1- M7 ) B [

3nt + Q/MF

W3] = (2 — 6L )E [F (W) — F(5")
R—

H

t
N
R el E gt — VFL(W0)11;
k=1 r=0

2

_ 1 . 8
+ 37 E g Z V(W) — VF(Wy)

kESt 2

For the last term on the right-hand side of (31), Lemmas 5 and 8 imply

2

1 ., ., N/S—1
EZVF;.C(WT)—VF(W,.) < Z IEHVFk -VF(w
kES: 9 k=1

Dl
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N/S—1
<
= N-1

(ILGE [F(w)-F()] + 20%,).

For the third term on the right-hand side of (31), we can resort to Lemma 7. For 7; <

B
5Lp>
we have

1 N R—-1
NR;ZPN%TV& Ol
2 =2
§2A25§+4L5;"t < ZEHVFk ||2+10>\262>

4L%n? (14
< oN262 4 ZTETE [ 22 E VE, (W) — VEL(WF) +7 IE VL (W*)||2 + 102262
t N 2 2
k=1

(MLEW()—FWW+W%r%V¥%

where the second inequality is by Proposition 21 and the last inequality is due to Proposition

20 Since e = m Wlth C = 72HF(1 + 7/€F//8), we have ﬁt = /BRT,t S ﬁ S
min {/%F, % . As a result, we have
N R-1
(377 + 2
B L LA R
k=1 r:O
_10M%6? 40L . oy
< ! @ i (14LFE [F(Wy) — F(W*)] + To%, + 53%67)
_10M267 2 5 i
< i by 112%HFLFE [F(W,) — F(W")] + 280ﬁ2 kpLpog, + 20062 Kp L2262

Substituting these inequalities into (31) yields
E [I[%e41 — w13

< (1—%”) E [vat—vv*ug} i {Q—Lpﬁt (6+12N/S - 1+112”F)] E[F(%;)—F(w")]

N_1 3
5 102 ~6¥(Nw—) i
+ 767 iz Bt 2 280k p Lo+t

5t 20065 LpA? .

0% N -1 5 B2
S—~— —
=:Ch =:C> =:C3y =:Cy
: N/S 1 8 1
Since <landn =pRny < D S SERTTReTE) We have

N N/S—l 112/4:}7 - RE
2 — Lpij; (6412 > 92— Lpijy (184 11275 ) > 0.
e (0 12 4 B8 ) 0 e (194 11255 ) >

It follows that

@+mﬁq,

EA¢y < <1 - m;m) EA; + 767 C1 + 717 Ca + 32

62
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2(1+5)%(8+D7)

where A; = |[W; — w*[|3. Recall that 67 < = Cpir with the constant

w2 ur(C+t)
2
Co := 2(1#%)2 (1+D7f> =0 <1:zf> Then we have
HET 3
EA4+1 < (1 - ) EA; + 77 (CoCh + Cs) + 2 52 e + 52 0004 (32)

Applying (32) T — 1 times yields

T-1 T-1 ~
EAT < H ( “F”t> EAg + (CoCh + C2) S ii2 (1 - “F”>
t+1

2
t=0 s=t+
T N T-1  T-1 -
3 RS CoCy 4 HET]s
Z H 2 )T 2 T )
O t=0  s=t+1
Since ﬁt = ﬁ, we have

T—1 N T—1
T (1 257) <exp (25N i ) < exp(—4In(¢ +T) +41ng).
t=0 2 =

Moreover, for t <71 — 1, we have

T-1 ~ T-1
peis\ _ T CHFs—4 _ (CHOCHI=D(CH+E—2)(C+t—3)
52111(1_ >_ o ~Gryerr— o scer o

It follows that

— T—1 ~ T-1
pEils ) _ 16>, ((+t—2)(C+t—23)
E (1-15)

pEC+T-1)(C+T-2)C+T—-3)(¢+T—4)
16
<
3 (C+T—-1)

s=t+

T—1
HET)s 642 (<+t_ )
; 11( 2 )Su%<<+T—1><<+T—2>(c+T NC+T—1)
p 32
TR+ T -1+ T -2)

s

T—1
HEN)s 256T
2 H< 2 )SM%(CJrT—1)(C+T—2)(C+T—3)(C+T—4)'

= s=t+1
Combining all the inequalities, we obtain that

CoCh1+Cy Cs CoCy
,U%:’T + 3 52T2+ 4 ﬁ2T3
oo X0 (N/S—)op | mEohy KN (1))
O\ T T pENT 3272 p?pd 3213

EA; < O (AO
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For personalized parameters, suppose the optimal personalized parameter is fcf when the
global parameter is wr, that is, X} = argmin, cpa {fk(xk) + 3 | W — ka||§} Then by

Proposition 21, we have

ok = ill; < 2l — 515 +2 [%F =il

Similar to the proof of Lemma 4, we can prove that

. 2 (7}
EHX% —xf”i < <D]; +1/T>

It remains to bound ||x} —xj|,- With hx(xp; W) = fi(xk) + 2w — Px;|5, we have
Vhi (X Wr) = Vhg(x}; w*) = 0. Clearly, hy(xx; W*) is p-strongly convex. By Proposition
20, we have

X 1 X -
XZ kaQ ;Hth:(Xk‘? ) th(xkn H2
1
— || Vhi (%55 W*) = Vhi(%5; W),
n T _ *
[P =),
ML+s), .
< 25 -,
As a result,
4 (7 2A2(1 +
2l il < i (g o)+ 25 el o

L+yp a2 2
<0 + —E|w w* )
( HFT || T ”2

2 2 ~
When S = N, we choose v, = 7#F52?§+t)27 Dy = {7’”6 gﬂ) —‘ and 7y = 7/3RMF8(§+U (7
21 2 ~ =2 . ~ 1 2 D’y
tey)- Then we have 67 < 52Ut (8+.D73) = Co s with Cp == HEph1e <1 - f) =
2
o (W) Since 7 < ﬁ, (32) becomes
~4 ~
PET: U ; CoCy
EA; 1 < 1= EA, CoC1 + C e .
t+1_( 5 > +ﬁ2(01+ 3)+,849LF

Similar to the analysis above, we can obtain

Ag C~’001+03 0004
EAr <
r= O( e U%LF64T3>
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_ oA, X0+ N K30 N kA (1+77)
- T4 M%B2T2 ,u%ﬁ2T2 M2M%54T3 ’

2 2 2
2 o 4 (Y 2X%(1 +s - oy
el il < 3 o) + 2 el - i

p? \ D T
T+9F X2
]
This completes the proof. |

A.6 Proof of Theorem 15

In this subsection, we give the formal statement and proof of Theorem 15.

Theorem 28 (Formal version of Theorem 15) Suppose that Assumptions 2 to 6 hold.
Define oy 1= T"fln and sample t* from {0,1,...,T — 1} with P(t* = i) = ay. Let n, =

t=0 "It

1 _ 1 _ | 90N LpVEFL _ ~ . -
QOﬁRAQLF\/m7 I/t - 90)\2LF\/m7 Dt - ’7+—‘ and AF - F(WO) - mlnx?ve]Rdsub F(W>7
where A > max{V10L2 + 1,4L}, B > 1 and D is a positive constant. With probability at
least 1 — 2 exp(—cdgyp), we have

. NLZA 1+ InT (N/S—1)o%,InT o2
E ||V F(%;-) ’g} <0 FAF f + / F2 4Tk ’
VT NLpVT A2NVT MB2/T
2.2
where ¢ is a positive constant, Lrp = X is the smoothness parameter of Fy, 0%72 = 7/\2)\_;70]:2

measures the bounded diversity of Fj, the expectation is w.r.t. all the randomness except
for P and O hides constants. Moreover, when there is no client sampling (S = N ), let

— 1 _ 1 _ [90X2Lpp2/3(t41)2/3 .
T = 9081/3RN2Lp(t+1)1/37 Ve = 9ONZL 7 32/3(t+1)2/3 and Dy = { D . Then with

probability at least 1 — 2 exp(—cdsyp ), we have
NLpA o2, InT 1+~2Y A4+ 1nT
EIvreg] <o [ Suar . 7T (1 +7)( )
[2/372/3  \432/3772/3 N2 L 32/3T2/3

Note that there are four terms on the right-hand side. The first term is due to initialization.
The second term is from approximation error and mini-batch sampling in each client. The
third term is caused by client sampling. And the last term reflects the client drift with
multiple local updates because of the diversity across clients. A larger 5 leads to a smaller
step size and consequently lightens the client drift. In terms of the number of communication

rounds, the order is O (ln T/\/T)
Proof By Proposition 24, we have (5) holds with probability at least 1 — 2 exp(—cdgyp,) and

0 < s < 1/30 as long as dsup/d is sufficiently small. Throughout the proof, we assume this
inequality holds. In this case, Lemma 11 becomes that for a fixed \if}le, we have

1 ~t N vt Pt V|2 2 ._ 2(1+ 5)° ﬁ”
s IV Fu0) = M, = Pt ] < o = iy (57
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6(~2
With our choice of D; and v4, we have 62 < 45((178)4(iir2i;’£;1\)%m/m.

Similar to the proof of Theorem 13, we rewrite the local update as

~ t _ ot ~ t
W1 = Wi — e AWy, — Pxp ),

J/

— .t
—Sk,r
which implies
R—1 R—1
MY 8hr = Y (Wi, — Wi, 1) = Wio— Wi g = Wi — W) p
r=0 r=0
Then the global update rule becomes
8 8 Rk
V~Vt+1 = (1 —B)V~Vt + = Z WZ,R = V~Vt - = Z(Wt —VI’};’R) = V~Vt —T]tﬁRi Z Zgz’r.
S S —— SR
keS keSS — keSt r=0

With our choice of 7, we have 7, = W;\/ﬁ' Since A, 8 > 1, it holds that 7, < % and

< m. Following the same procedure as the proof of Theorem 13, we can obtain

E[F(Wi1) = F(wy)]

7t i} i} N/S—-1  _
<-E [||VF( Dl } t t A0LEXE + 25 8ALF oty +if SLrpoko o +0f 202
::6’5 =:Cg = =:Cg
(1+5)5(v7D+1) 2(14s)%(v7D+1)

Recall that 5t2 <

= Cgﬁt with Cg = ((I=s)"A—(1+5)2L)2 =

45((1—s)"A—(1+5)2L)2A2Lpv/i 1
2
O <1+7f> . Summing from ¢t = 0 to T — 1 yields

\2
7 Cs5Cy Cs (S T
~ ~ t W 2 ~4 T
E [F(Wr)—F(W)] < — 2 ZE |:HVF(Wt)H2} +7 ; ; 7y +(C7+CsCo) ; U

From the definition of ay and A, rearranging and dividing both sides by ZtT:_Ol 7t/4, we
obtain

-1 T—-1 ~4 T—-1 ~3 T—1 ~2
- 4A 4C5C 4C
Y il [[VF@IE] < ot 1 St ey SO o Ty 0y 2t
t=0 "It s Zt o "t s Zt 0 Tt 2ot—o it
(33)
With ﬁt = W;\/#Tl’ we have
S R B L O (Ve )
=0 "= 90A2Lp J; Vit 45X2Lp
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NP 1+/Tdt T +1
= 00N y)2 Lt ) T (90NLp)?

t=0

2 = (90N Lp)? L 1372) = (90N2Lp)3’
T-1 ) 1 <1+/Tdt> B 2

2 = (90N L) ; (90A2L )

It follows that

T-1
S" B [IVFE)|3]
t=0

- 180M2LrAfp N 4C5Cy
T VTH1T-1  (90N2Lp)3B2(VT +1-1)
6Cs 2(07 + CgCg)(lnT + 1)
OOV PR VT T I-1) | 90NLa (VT 11-1)

_ o[ XLEAr 1477 N S (N/S—l)a§+1+vj% InT
VT MNL32VT  MB2VT A2N NLp | VT |-

Note that Ly = A > 1. Rearranging the terms gives the desired result.
. . ~ 2/3
When S = N, we choose n; = 90[31/3R/\21Lp(t+1)1/3 (implying 7 = L DE )

90>\2LF621/3(75+1)2/37 Dy = POVLFEQL/)?’(HI)Q/S-‘ , then we have the following upper bound §2 <

(1+s)°(y7D+1) ~ 2 .o & 180N2Lp(1+s)5(y2D+1) )
Faon e = Cogz with Co := <y = O (LF(l + Vf)) :
Then (33) becomes

, Ut =

-1 5 —T—1 =5 ~ T-1 -3
- 4A 4C5C, _ 4(Cs + C3C _
Z%&E [HVF(W,:)H%} < 7L]14"~ n 54 92,:7?9172t 4 (Cs . 5Co) 2?5)173t
t=0 t=0 "It p >t Tt p Dot Tt
And we have
T-1 o ﬂ2/3 T+1 g4 ﬂ2/3[(T + 1)2/3 —1]
pars b= 90)\2LF/1 3 60\2L - ’
T-1 2 T 2
dt InT+1
Zﬁf’g BQ 3<1+/ 3/2>§B(H2+3)’
P (90)\ LF) 1t (90)\ LF)
-1 10/3 T 4t 3310/3 /9
77155§525<1+/ 53>:ﬁ2/5
£ = (00XLy) Lt (907\2Lr)

It follows that

T-1 =
8 240\*LpAp 4C5Cy

> aE[IVF)3] <

t=0

= BRT + 102 —1] T (QNLp) BT + 12 — 1
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8(Cs + C3Co)(InT +1)/3
(90N2Lp)2[2/3[T +1)2/3 — 1]

o MLedr 1497 WT(jah, + ¥Le(1+53)
= 32/3T2/3 "~ N\6[p32/372/3 N L2 32/3T2/3
_ 0 N LpAp 0%72 InT (1+ vj%)()\_4 +InT)
- 32/372/3 T \1B2/3T2/3 N2 32/3T2/3
This completes the proof. |

Appendix B. Federated Linear Regression

In this section, we consider a federated linear regression model, which is different from that
in Li et al. (2021D).

Suppose that the true parameter on client k is wyg, there are n samples on each client
and the covariate on client k is {{;;}7_; and fixed. The observations are generated by

Yki = §,;riwk + 21.,; where the noises zj; are i.i.d. and distributed as N'(0,02). Then the loss

on client k is fx(xx) = % v (Yks — §I;F7ixk)2

Li et al. (2021b) focused on a Bayesian framework where the true parameters wy, are
drawn from a Gaussian distribution and the mean of this Gaussian distribution is drawn from
the non-informative prior, while we treat wy as fixed vectors. We compare the performance
of local (pure local training), FedAvg (McMahan et al., 2017), pFedMe (Dinh et al., 2020),
Ditto (Li et al., 2021b) and our method 1p-proj-2 in terms of test losses, robustness and
fairness.

B.1 Solutions of Different Methods

In this subsection, we derive the solutions of different methods. Let &, = (&4.1,&k,2,- - - » §k7n)T
and yr = (Y1, Yk,2; - - - ,ykyn)—r. Then the loss on client k& can be rewritten as fx(xr) =
> ||Bkx; — yi|l5- Suppose rank(Ej) = d. The least-square estimator of wy, is

local For pure local training, the solution on client k is defined as follows W}fc =
argming, cgd fi(Xr) = Wi
FedAvg For FedAvg, the solution is defined as w'8 = argmingcpa + Z]kvzl frx(w). One
-1 —1
N =Te N = N =Te N =Te
can check that w™'® = (Zk:l EiEr) L Eeyve = (T =g=k> -1 B ExWr.

pFedMe pFedMe corresponds to our method with P = I;. Then the optimization problem
is mingeps F(W) = N | F(w) where Fy(w) = min,, cgpa{ fr(Xx) + 2w — 1|13} The

Me — argmingepe + Z]kvzl Fj(w) and the solution

solution of the global model is defined as w
of the local model is defined as x}° = argming cpd {fk(xk) + % HWMe — ka;}

Now we give the explicit forms of w™® and x}'. Define xj,(w) := argmin, cpa{ fi(x%) +
2w — xi||5}. Tt is easy to check Xi(w) = (B} Ex/n + My) " (E] yr/n + Aw). Then we
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—_ T =T -1 = 2

1 /=] == = A
ZEYE L Aw el Y LYk ) 4 2D w2 4 1Yel2
n n n 2 2n

-1 7
=k Yk

2 —_ —_
+ HYkHQ Y=k (=
2n 2n

It follows that

where Cp is a constant number. Then wMe is the solution to

== -1 ':'T':k ':'T':k ':T':'k -1
k=0 =k <’f +/\Id> w

1 k
Hku
= M,
2;[( n * d> n n

By the Sherman—Morrison—Woodbury formula, we have

-1

@+)\I —ﬁ_ig I+EkEII =k
n L S U W R L X

It follows that
=1 =, ==, =/=E. = !
< . +)\Id> e v (nIn + =

:g ELE]
= —(nI, + .
A < " A >

2T (aT o= =5\
Sk ((SeSe N ==k (nl, + L;‘k Zj.. This implies

. Thus, the solution to (34) is

=T ot = =
— e — o — g k e k
that <n + )\Id> = < o T My

-1

—_T
=k Yk]
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-1

N :'T':*k -1 ':'T':k Tl ':'T':k ':ka
=) (’f + )\Id> k > (’“ + AId) k=R e
n n n n

k=1 k=1

-1 T
k

[1]
[I]

k  Then

==
which can be seen as a weighted average of W, with weight <""€n"k + Ay

solution of the local model is x}'¢ = %5, (WM®) = (B[ E1/n + M) (El yi/n + IwMe) =
(Bl Ep/n 4+ M) HE] Epwyi/n + AwMe),

Ditto For Ditto, the solution of the global model is the same as that of FedAvg,

. 1

ie., wPl = argmin g epa A SN fe(w) = (Zk 12 ._.k) SN B} Epwy. The solution of
the local model is defined as xP' = = argminy, cpd {fk(xk) + 2 2 || wPi - kaz} = (Bl Ep/n +
M) N Elyr/n+ 2wP) = (B EL/n + M) (Bl Epwi/n + AwPh).

lp-proj-2 For our method lp-proj-2, the optlmlzatlon problem is ming  pa,,, F(W) =
+ SOV | Fr(W) where Fj (W) = miny, cga{ fr(Xx) + 5 2 ||W — Pxi|l3}. The solution of the
global model is defined as W'2 =

local solution is defined as x> = argmin,cpa {fk(xk) % HW - kaHZ} Let x(w) :=

= argming cpd., Zk 1 Fi.(w) and the solution of the

argming, cpd {fk(xk) + % |w — ka||2}. It is easy to check the following equation X(W) =
(] E/n+ APTP)"Y(E] yi/n+ APTW). It follows that

FilW) = k(W) + 5 [ — (W)

1 (ELyk T~ ! Ey Bk T - '—k: Yk T Aoz, Ivels
=5 | = HAPW “EZEAP'P AP W ) + S [ Wll; + 5
n n n n
A A2 =15, - ==, T Ely,
= Z w5 -Sw'P <k+>\PTP) P'w—\w'P (’f+APTP> ThJE
2 2 n n n

2 — ] —1 —
N lyellz  yiEx <='k E +>\PTP> Ep Y

2n 2n n n

Then we can obtain the expression of F'(w). However, for the general Zy, it is difficult to
obtain a concise expression of the minimizer of F'(w). To make the calculations clean, we
assume E;—Ek = nbiI;. Then the solutions of other methods can be simplified as

Avg _ Ziey biwi

e FedAvg: w
g E;CV—1 bk
Ek 1 bkwk/(bk+)\) bW -‘rAWl\/Ie
e pFedMe: wM and xMe = WetAwW
P SN b/ (b N ko b+
S bWy Di _ bpWwi+AwDi
e Ditto: wPi = Zi\f_lbk and x;' = B S

Meanwhile, for 1p-proj-2, without loss of generalization, we can assume P = Py :=
(e1,e2,..., edsub)T, where e; is the unit vector in R? with the i-th element equal to 1 and
other elements equal to 0. Otherwise, we can find a orthogonal matrix @ such that P = PyQ.
Then we have

A 1, - A
o) + 5 I = Pl = o [1Zaxe =yl + 5 1 — Pl
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1 T 20A s 2
== — Zw - P
5 H KQ ' Qxy, }%HZ +3 [W — PoQx||;
1 =~ 2\ 5
= — ||Bixs — Z W — Pyx
o H kXK YkH2 =+ 5 W 0Xk |5
.,T ~
where X, = Qx}, and Ej, = E,Q . Note that E] =), = nby I, implies =, £ = Q=] £,Q" =

nbyI,. After reparametrization, we return to the special case P = P,.
Now we have

—1
- Abg o A w7 Iysll; viSk (ELEx T EL Yk
F = r — PE — AP, P,
k(W) 2(bp+A) 1z (be+M)n eYit 2n 2n n Ao o n
- —_T = =1 =7
Aby 2 A g lyxls  yiSx (ELEx T S Yk
== - - AP, P,

3+ 1Vl = =3 Wi 750 on n TR ’

where Wy, 1 = Pywy, is the first dgy, elements of wj,. Then we obtain

~ k ~T
;; b +>\ I¥l; - sz A Wel O

. : w12 hy beWr /(b
where (' is a constant. Thus the solution of the global model is w'* = L ,
> =1 b/ (bk+A)
kaAVkJ + )\\7V12)/(bk + )\)) where

Wi.2

and the solution of the local model is x}? = %5 (W'?) = <(

Wy, 2 is the last d — dgyp elements of wy,.
To summarize, the solutions of different models are listed as follows.

loc

e local: wy = Wy.
e FedAvg: wh M,
>y br
e pFedMe: wMe = Zﬁ;?’i’f&bjﬁ;‘) and xMe = %“%W
e Ditto: wP Zﬁv ’i’ﬂb:k and xPi = %%AAWD

2 ~ 12
e lp-proj-2: w2 Zk 1bkwk 1/(br+A) and Xk —Xk( 12) _ ((bkwk,l + AW )/(bk—i—/\)).

Zk:l by, /(b +X) VAVkQ

Note that xa/le and Xgi are both the weighted average of wM¢/wP! and w;, with the same
weight. wMe and wP! are weighted average of Wy, with different weights. If A\ = 0, we have
wMe — % Z]kvzl wy. If X = oo, we have wM® — wAVE, Thus, the weight of pFedMe is more
uniform than that of FedAvg. In Section 4.2, we assume by = b. This is reasonable since we
often normalize the data. Then we have w/'8 = wMe = wD! = ~ Zk | Wi and xMe = xPi.

Moreover, 1p- pro j—2 can be viewed as a interpolation of local and pFedMe. The first
dgup dimensions of x 2 equal to those of x ¢ and the last d — dg,, dimensions equal to those

of WIOC.
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B.2 Test Loss

In this subsection, we compute the test losses of different methods. From now on, we always
assume b, = b to make calculations clean.

Recall that the data set on client k is (2, yx), where Ej, is fixed and yy, follows Gaussian
distribution N (E,wy,02I,). Then the data heterogeneity across clients only lies in the
heterogeneity of wi. We can obtain the distribution of the solutions of different methods.

N
Let w = % We have
e local: WP ~ N (Wk, %Id)

e FedAvg: wi'8 ~ N (W, %Id)

Me bwetaw (PHE) By
e pFedMe: wM NN( ,anId) and x;/ ~N lf+/\ ) (bk+7/1\)2 “a ).

Me

Di _ ,Me
=w andxk =x;°.

e Ditto: w

e lp-proj-2: wi2 ~N (V_V-,L%Idsub) and
2

2
b bwy 1 +AW. 1 (b2 22) o> +}V2 Z"I
X2 ~ N b+ , Gt N7 dsub

WE.2

2
g
bn Id*dsub

where wy, 1 is the first d elements of wy, wy, o is the last d — dgy1, elements of wy, and
w. 1 is the first k elements of w.

Since By, is fixed, we assume the test data is (Ej,y)) where y; = Eywy + z;, with
z), ~ N (0, 0%I,) independent of z,. Then the test loss on client & is defined as

1
fie(xp) = %E |Zexi — YZ;HE
1

= —E|Zx; — (B D12
LB [mxs — (E s )
2
g 1 —_ 2
=5 + %E 1Zk(xx — W) [5
O'2 b 2
=5t §E [k — well3
o2 b b
=3 + 3 tr(var(xg)) + 3 |IExy — Wng ) (35)

and the averaged test loss is

1 o? al -
2
NZf;ée(Xk) =5 T\TZ var(xy,) +ﬁZ”Exk_Wk‘||2'
k=1 k=1 k=1

Then we can compute the test losses for different methods. Since the solutions of Ditto
and pFedMe are the same, we omit the analysis for Ditto.
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To make the calculation simple, we assume the heterogeneity in terms of wy is uniform
in all dimensions, that is

1 ;&
N ST o =% 36
dN;HW Wk:||2 dsubN;HW’l Wk,1||2 ( )
Then we have
N
1 0—2 O'2d
loc _ te (o locy _
LOC_N;fke(WkOC)—Q-FQn’
N N
1 o? o2d b o2 o2d bdS
LAngi te Avgy _ Y o _ 2:7 bds
N;fk(w ) 2+2Nn+2N;”W wil3= 2 4 2L
N 262 | A2 N
1 o? b2—|——+i o2d b2
LMe)\ = — te Mezi #7 AT o 5
(\) N;fk (x°) 9 + b+ \)2 o +2N(b+)\)2;”W will3,

o2 PPN o’ b\dx
b+N2 2n  2N(b+ N2

k=1
o2 b % + )\WZ Ustub 02(d — dyup) b2 N ) ,
=Tt Y Iy ; W1 — w3,
— 12 + b® + % + )\WQ ] o2 dgup i 02(d — dgup) WA 2dgb 2
2 (b+X)? 2n omn IN(b+ N2

Note that the test losses for pFedMe and 1p-proj-2 are functions of A. To find the optimal
A, we could use the following lemma.

Lemma 29 For any A > 0, define g(\) = 2A5LC with A, B,C,b> 0. If24b— B >0
and Bb —2C < 0, then argminy s g(\) = %gngg.

Proof [Proof of Lemma 29] For convenience, define Ao = ggb_ _B]g. One can check that

g\ = (2Ab_€\)¢$fb_2c. Then for A € [0, ), ¢'(A) < 0; for A > Ao, ¢’(A) > 0. Conse-
quently, A\g = argminy >, g(\). [ |

For pFedMe and 1p-proj-2, the optimal A can be obtained by applying Lemma 29 with

2Nn+2N’ Nn’' 2n 2Nn 2N ' Nn '’ 2n

(A,B,C) = <”2d bd>  o?bd 02b2d> 1 <02dsub | DS 0, 02b2d5ub)

respectively. One can check that both choices lead to the following value of A: \* := (1—2/7;\7)02

Note that o? is the variance of the observation noises on different clients, and n is the
number of samples on each client. Thus A\* can reflect the relative magnitude of the variance
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and the heterogeneity. Then we can compute the minimal test losses for the algorithms
under consideration as follows.

ocC 02 U2d * *
)% :?er[(/\ )% + 26\ + b7,
2 2d [(A*)2 N +1 2N — 1 N -1
LAvg:%JrQn(b:A*)Q (N) + AJ; bA* + N b2+ N v
2 2 [(\)? N+1
e =2 7 DA + b7
R (S e Pl I I
2 2 r *\2 2
12 g UdSUb ()\) N+1 * 2 g (d_dSUb) *\ 2 * 2

Comparing their (optimal) losses, we can obtain the following observations.

o [loc > L}f > Li/[e and LAv8 > L}ye. This means that pFedMe with the optimal A always
has the minimal loss. Moreover, since 1p-proj-2 can be regarded as an interpolation
of local and pFedMe, L!? is also a interpolation of L°¢ and LMe.

o Ll°¢ < LAY8 if and only if A* < b. This means that if the heterogeneity or the number
of local data is sufficiently large, then local is better than FedAvg.

o L2 < LAV if and only if \* < \/ﬁb. The range of \* over which 1p-proj-2 is
better than FedAvg is slightly larger than the range of that over which local is better
than FedAvg.

e Fix 0% and n and let ¥ — co. Then we have \* — 0, limy-_,o L!°¢ = limy«_,q LM® =
limy«_y0 L'? and limy«_,o L*V& = co. This implies that if the heterogeneity is sufficiently
large, the optimal lambda is nearly 0 and there is little difference between local,
pFedMe and 1lp-proj-2. And the loss of FedAvg is large. So there is no need for
federated learning.

Up to now, we have only focused on the optimal value of A\. However, in practice, we can
hardly know this value. Thus we need to compare these losses under different values of A.
With (36) holding, we have the following results.

o L°¢ < LAV if and only if ¥ > YA U — (A <),

o )¢ < [2()) < IMe()\) if and only if ¥ > No120EA0” p 5y 5 Nola® (\« <) this is

A
equivalent to A > 1—2§* 75

o IMe()\) < LAVE if and only if ¥ > NT_ . This is equivalent to A\ > >‘

o2
(b+2)\)

12 Aveg . N—1 g2 d(b+2)%—dgup A (2b+)) d(b+2)% —dgup A (2b+))
o L*(A\) < LA if and only if ¥ > S~ T Zsubv Ab d(b+)\)2_35ub)\2 ,

fd— d b
s d(b2)? —dsyp A(2b1+2) < 1. When A = 0 or A — oo, the fraction

— d(b+))2—dgup A2
+\/dd (+) sub

we have

goes to 1. When A = \/ﬁb, the fraction attains the minimal value.
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Then we can sort these losses.
d— d b

N-1g2 1+
N bnl \/d dsub

we have LAV < LMe()\) < L2(\) < L'°°; when A\ > )‘24’, we have LM¢()\) < LAVE <
L'2()\) < L'°¢. In this case, FedAvg and pFedMe are always better than 1p-proj-2 and
local. If A is larger than a threshold value, pFedMe is better than FedAvg.

If the heterogeneity is large, i.e., ¥ > N L ‘gn, then \* <b. When A < 5 /\*
LMe(X) < L2(\) < Ll°¢ < LAY8; when A > 24 3775 We have Lo < LR2()\) < LMe(\) < LAYe,
In this case, FedAvg is the worst method and lp-proj-2 always lies between local and
pFedMe.

, then \* > b. When \ < 2°=2

If the heterogeneity is small, i.e., X <

/b, we have

B.3 Robustness

In this subsection, we consider the robustness of different methods against Byzantine attacks.
Recall that in the last subsection, we only consider the exact solution of these methods and
ignore the process of the algorithms. In terms of robustness, we must take the procedures of
different methods into account, especially the communication between the central server
and local clients. Moreover, we focus on the simplified setting where the number of local
update steps is infinite, there is only one round of communication and all clients participate
in the communication.

As indicated in Section 4.2 , we examine three types of Byzantine attacks. Throughout
this subsection, we suppose that there are NV, benign clients and N, malicious clients with
Ny, + Ny = N, and let I, denote the indices of benign clients and I, denote the indices of
malicious clients.

We will analyze how these attacks will affect the solution of different methods, and
compare the averaged test losses on benign clients.

B.3.1 THE SIMPLIFIED SETTING

We first show that in our simplified setting, after one round of communication, all the
methods will obtain their exact solutions defined in Appendix B.1.

local The objective of the local client is ming,cpa fr,(w). If the number of local update
steps is infinite, we will obtain the least square estimator wj = Wloc For the convergence of
SGD, see Nemirovski et al. (2009).

FedAvg Similar to local, the local client will obtain Wy and sends it to the server.
Then the server obtains % Zszl Wi = w28 and broadcasts wAV8 to all the clients.

pFedMe pFedMe corresponds to 1lp-proj-2 with P = I;. The local update step is
wtkm+1 = Wi, — n)\(wtk’r - Xi}r) where XZ}T denotes the minimizer xfw = )A(k(wtkm) =

2 .
argming cpd {fk(xk) + % W};,,,~ - XkHz} = bwk;;#. (When the number of local update

steps is infinite, it is reasonable to assume that we can obtain the exact value of xi/, ,-) The
local update rule can be rewritten as W}i, 1= Wk . gi‘f’\ (Wk - — W), which can be regarded

as a step of gradient descent with step size b+/\ to minimize 3 [|[w — Wwi|[3. As long as the
step size is not too large, we have limp_, wk r = Wg. This means that if we do infinite
steps of local update, the local version of global parameter is Wi. Then each client sends this
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local version to the server and the server obtains % Z]kvzl wj = wMe. After that, the server
broadcasts wMe to all clients. Finally, the client & solves min, cpa {fk(xk) + % HWMe _ ka;}
and obtains x° = % (we),

Ditto The global model of Ditto is the same as the model of FedAvg. So the server
will also obtain % ch\;l wj, = wPl Then the server broadcasts w”! to all the clients and

: . ; 2 ;
the client k solves min,, cga {fk(xk) + % HWD1 - XkHz} and gets xP'.
lp-proj-2 For lp-proj-2, without loss of generality, we can still assume P = Py :=

(e1,€2,...,€q,,). The local update step is v~v}iw+1 = kk(\fv}ir) wkr n)\(wkr Pxfm) =

~ t b A~
Wi Re l?—l—/\ (wk r Wk,l)? where

i Mg 2 bWt + AWE )/(b+ A
X}tc,r = a’rgmln {fk‘(xk) + 5 HWZ,T — POXkHQ} — <( k71 R k,r)/( )) )
kaRd Wk,?

Similar to pFedMe, the local update step can be regarded as a step pf gradient descent
with step size g%)\ to minimize § |W — Wy, 1||§ As long as the step size is not too large, we

have limp_,oo W wk R= = Wy,1. After the communication, the server gets w Zk 1 WE1 = = wi2

and the client k£ obtains x}f = xp(W'2).

B.3.2 SAME-VALUE ATTACKS

Now we focus on the same-value attacks.
As in Appendix B.2, to make calculations clean, we assume that the heterogeneity is
uniform in all dimensions, i.e.,

1 Z Z’ielb w
N,

N
kel

2

2 dsubN b

— WLk 1 = 21. (37)

)

‘ Z’LEI{, W7’ 1

kel

local For pure local training, there is no communication between the central server and

local chents So the averaged test loss on benign clients is L% a1 = Nb > kel fe(wioc) =

: Fengvg For FedAvg, the local problem min,cga fz(W) remains unchanged, no matter
what the server sends to the local client. As long as the number of local update steps goes
to 0o, the local parameter will go to the least square estimator wy.

If the k-th client is benign, it will send Wy, to the server. Recall that Wi=(2,2;) 'Erys ~
N(wg,02I;/(bn)). This means that W can be viewed as an unbiased observation of wy,
with covariance matrix %Id.

If the k-th client is malicious, it will send W,(Cma) = cl to the server with ¢ ~ N(0, 72).
Then wlima) is an unbiased observation of 0,, with covariance matrix 72J,; where J; =

€ R4 In this case, the number of local update steps will not affect

the messages transferred by the malicious client. Then the server obtains wAv&attl —
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b (S i, o). W (5 (0 70)).
Then we can compute the averaged test loss on benign clients as

2 bd [ Nyo? b Sier, Wi 2
JAvgattl _ fe( wAvsattl g b N, T i€l B
kzel fiel J=3 Tonz o *an, kzel W,
b b
2 2
fe (wAvEatt] o bd [ Nyo 2 bd>3y
k;f )= T+ oz (Cor o+ ) + 1L
b

pFedMe Similar to FedAvg, the attack will not influence the minimization of the

local model. If the k-th client is benign, it sends wj to the server. If the k-th client
(

is malicious, it sends kaa) = cly4 to the server with ¢ ~ N(0,72). The server obtains
Me,attl _ (ma)\ _ _ Avg, attl
A\'% (Zkelka+Zk€] W ) = W vg .

Then the server broadcasts wMe2t*1 to all the clients. And the benign client k& compute

Me.attl N Me,attl
the local parameter x, """ = %y (wMeattl) = % We have

A)2 o2
o (1A T w043 5+ 0 - D] B Nt
k b+ A ’ (b+ )2

Then we can compute the averaged loss on benign clients as

LMe attl Z fte Avg attl
ke]b

ot , bd (PP+2p+00 ) £ 222 Lo enwi |
e — [— _— —W

2 2 (b+ \)2 2(b+)\)2 Ny £ N “II,

1E1p

- aj . bd (bz 2b)\ I Nb)\ ) g
2 2 (b+ )2

Ditto Since the global model of Ditto is the same as the model of FedAvg, we have

wDi attl — Ave, attl - Then the server broadcasts wPb 21 to all the clients and the benign
. . Di, attl .

client k obtains x}” autl = %, (wDb attl) = % = x"*"! Then Ditto and pFedMe

have the same loss. So we will omit the analysis for Ditto.

lp-proj-2 Similar to pFedMe, if the k-th client is benign, it sends Wy, 1 to the server.

If the k-th client is malicious, it sends v~vl(€ma) = clg,, to the server where ¢ ~ N(0,72).
The server receives the messages and obtains w2t = (Eke I Wit + D her, W 7, W (ma)).

And we have w22t ~ N/ (W Zkzelb Wi 1 ﬁ (vabg I, + Nat stub)>. Then the server

broadcasts w221 to all the clients and the benign client k& computes the optimal local
o= xg (W) = <(bw’“’1 A0+ A)) It follows that

parameter x = Xg .
K Wi,2

)

: =D ((ESYE

Xk,2 2

ag

2 2 2 2
bwi 14N e, Wit /N [(b+%) Z—n+(Nb71)‘b’—n]Idsub+Na%7—2stub
12,attl N
)
mIdsub
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Then we can compute the averaged loss on benign clients as

L12, attl Z tc 12 attl
k’e]b
2 4 sz NpA2 N2
o® | b (b 2 ) fnt T L (@ d)o?
2 2 (b+ )2 2n

bA? 1 > ier, Wil ?

+2w+m27%§: N VR,
i€l

Nb>\

2 2b\ Na)\ 2
(?i?) Oj 4 bdsub (b * N + ) bn + 7- +>\ El + (d_ dSUb)U2

2 2 (b+ \)? 2n

To find the optimal A for pFedMe and lp-proj-2, we could apply Lemma 29 again
with (A, B,C) = <U2Nb + N“T + X1, 207 "—zb) . One can check that the optimal X is

bN2 Nn> n
N (1-1/N)a?/n
L 21408 (r2—02/(bn))
samples. The denominator is the sum of data heterogeneity and variance of attacks.
Now we can obtain the losses of different methods at Aj.

The numerator of A} is the variance of noises over the number of

2 2 2 2
loc,attl_i O-d_i o*d *\2 * 2
L 2 o T2 T (D" + 2001 + ],
LAVg,attl _ 0-72 + U2d ()\T)2 + N+ 1b)\* 2N — 1b2 + N — 1@
2 20(b+ X2 | N N N Xi]’
2 2 [(M)? N+1
LMe7 attl _ LMe,attl *) g o 1 bAX b2 38
2 2 *\ 2
12, attl _ jl2attl yxy _ 9 dsub ()\ ) N+1 ., 2
L2 = L2 (X)) = = +2n(b+m2 [ S OAT b
(d dsub)

—— SubJ fax 20N\F + b?] .
+2n(b+X{) [(AD)? + 2677 + 7]

We have the following observations.

o [loc, attl > LE’ attl > L},}/Ie’ attl ond LAVS attl > Lye’ Al This means that pFedMe
with the optimal A always has the minimal loss.

o [loc attl < pAve attl if and only if A} < b. This means that if the heterogeneity or the
noise of attacks is sufficiently large, then local is better than FedAvg.

o L2 < [AVE attl if and only if A} < 4/ #b. The range of \* over which 1p-proj-2
is better than FedAvg is slightly larger than the range of that over which local is

better than FedAvg.
Since 72 can be very large, A} is much smaller than \*. Recall that in the settings of Figure

1, we have A7 =4.9e-04.
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Now we compare the losses for different values of A and give the formal version of
Proposition 16.

Theorem 30 (Formal version of Proposition 16) We have

Lloc, attl _ Oj o’d
2 2n’
2 bd [ Nyo? bdy
LAvg,attJ _ % 3 ( gz + NaTz) + : 17
2 | 26A | NpA2\ o2 | NuX2 2
[Meatt](\) — Uj I bd (b + 5+ ) TR bA2dY,

2 T3 b+ N2 HTESyEL
LD’i, att]()\> — LMe,att]()\)

26\ | NpA?\ o2 | N2
o2 by (52 +R+ 5 ) Tt (A= dan)o?  bA\2den X
LZQ, att]()\) = 1 . -+ .
2 2 (b+X)? 2n 2(b+ \)?

(39)

And the following propositions hold.

. . 2 _ 2
o Llocattl < [ Avg,attl if o d only if ¥y + % (7’2 — ‘;—n) > %

Sk
—
>
= %
A
=
S—

° Lloc, attl < Ll?, attl()\) < LMe,attl()\) Zf and only Zf Y+ % (7_2 _ ﬁ) > N-1 2b+)\oj_

If 1+ % (7'2 - %) > %% (A} < b), this is equivalent to A > .

o LMe attl(\y < LA, otl gt and only if ¥, + % (7'2 — %) > Nol__o® - This s
A —b
5

equivalent to A >

12, attl Avg, attl ; : Ny (2 o2 N—1 o2 d(b+X)2—dsupA(2b+X)
o L (N <L if and only if X1 + 3% (T bn) e O T my i v

With (39), it is easy to check the above propositions hold.

~—

bn N bn
Similar to the analysis at the end of Appendix B.2, when \ < %%/b’ we have LMe attl(})

2 *
LIQ, attl()\) < Lloc7 attl < LAvg, attl; when A\ > 17/)\"1/1)? we have Lloc, attl < Ll2’ attl()\)
1
LMe, attl ()\) < LAvg, attl'

If the attacks are very serious, we can have ¥; + % <T2 — ) > Nolg® (AT <D

IN

IN

Remark 31 (Detailed presentation of Remark 17) The optimal test loss function of
lp-proj-2is

02 (d — dsub)

= DA} + b°
2 + + Y S

2 2n(b+X)?2 | N N

0'2)\1 1
=C —(=-1 dsu 5
TSN (N ) b

2 2dsu )\*2 N 1
o _ 00 ordsu {( i) + [(AD)? + 2607+ 07]
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where C' is used to represent the quantities irrelevant to dgyy,. Since 1/N —1 < 0, we can see
that the coefficient of dgup is negative, which implies that the test loss would be smaller as
we increase the dimension of the random projection subspace.

The first-order derivative of the test loss of lp-proj-2 is

L = Y (F-Db+ (R —1)- % +62)\d3ub(N]§l,—§2)+21
e b+ b+ )

One can see that the first-order derivative is linear in dg,,. Therefore, given all the other
parameters, for a specific A, the derivative is smaller in absolute value if dgy, is smaller.
In other words, the test loss is less sensitive to the change of \, which gives a more robust
performance to the algorithm when precisely tuning the hyper-parameter is hard.

B.3.3 SIGN-FLIPPING ATTACKS

The second type of attack is sign-flipping attacks. For simplicity, we define w;, = Nib D ic 1, Wis
Wo = N% Ziela Wi, Wp1 = N%, Zielb w1 and We1 = N% Ziela Wi, 1

To simplify and clarify the calculations, we continue to focus on the scenario where the
heterogeneity is uniform across all dimensions. However, due to the increased complexity of
the sign-flipping attack compared to the same-value attack, this uniformity condition takes
a more intricate form, specifically:

1
i, 2

2

Nywy, — Na\/2/7rTWa
N

kel 2
2
1 Nywp 1 — N, 2/7‘(‘7’\?_Va1
= ’ — — Wy, = Yo, 40
dsub Np g]“b N ! ) (40)
> ier, (M) _ >ier, (M) — My, (41)
Nad Nadsub

where M; and Ml denote the variance of the information transmitted by malicious clients
under the attacks when applying pFedMe and lp-proj-2, respectively. Their specific forms
are defined in (42) and (43). The form of (40) arises because the attack involves sign-flipping.
local This attack will not aﬂ;ect 12oca1. So the averaged test loss on benign clients is
Lloc7 att2 _ Nib Zke[b Ige(w}goc) — % + %i'
FedAvg If the k-th client is benign, it sends Wy to the server. If the k-th client is

malicious, it send w,(gma) = —|c|Wy to the server, where ¢ ~ N(0,7%). Recall that Wy, is an

. . . . .2 .
unbiased observation of wy with covariance matrix ¢-I;. Now we examine w,(cma). Although

W,(Cma) does not obey Gaussian distribution, we can still calculate its mean and covariance

by the independence of ¢ and wy. We have E [—|c|wy] = —+/2/77w} and

var (—|c|wg) = E [CQVAVkVAV;I] —E[|c|w] E []c\\?vﬂ

2 T o 2 T
=7\ wrwy + —I; ] — =7 wWpwy
bn s
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-9 2
T 7'2W]€W];r +TQZ-T’LId = My, (42)

™

Then W,(cma) can be regarded as an unbiased observation of —y/2/7w7w) with covariance
matrix My. Thus the server gets w/v& at2 — L (Zkelb Wk + D rer, w,ima)). We have

E[wAve att2) — NbWb_NjVV YmmWa nd var(wAve: att2) — ]\}2 (Nbg Lo+ ker, Mk)

Then we can compute the averaged test loss on benign clients as

LAvg7 att2 _ § : Avg7 att2)

kEIb

2

o2 bd [ Nyo? tr(My) b

2 Tane | 2 +2sz
kel, kel

bd (Nba bdYs

o2
2 2NZ2\ b

Npywyp — Na\/2/’/TTWa
N

2
(40)+(41)

N, M0>

pFedMe If the k-th client is benign, it will send W to the server. If the k-th client

is malicious, it will send wlgma) = —|c|W} to the server. The server obtains wMe a2 —

<Zke[b Wi+ D ker, W(ma)> = wAv% a2 and broadcasts wM® 22 back to all the clients.

A 2 Me, att2
For the benign client k, it gets xp @ *"? = %, (wMe ati2) — %. We have

that the expectation is E[x, Me, att2) % [bwk + AN 7 2/T%a | and the variance

b+ +N 1 I+ i
is var(xi/[e att2) [( N) (No— ()bii\)b;] d N2Z€1a

Then we can compute the averaged test loss on benign clients as

LMe7 att2 2 :fte Me, att2
kGIb

2
_U2+bd(b2+2]lif>\+N1€7)2\>bn+NQZzela 2
22 (b+ )2

A2 1 Nywy, — Nov/2/mmwy,
TS NN,

N
kel

2

2
2b>\ N2 Na)\
(10)+(41) o %(bZ + % ) o+ Mo + N2
22 (b+ )2 ‘

Ditto The global model of Ditto is the same as the model of FedAvg. Similar to the

: i Di, att2 _ i
analysis of same-value attacks, we have wPb a2 — wAve, att2 apnq x b 40 = g (WD att2) =

~ Di, att2 . . .
% = kae’ a2 Then Ditto and pFedMe have the same losses. We will also omit

the analysis for Ditto.
1lp-proj-2 If the k-th client is benign, it will send Wy, ;1 to the server. If the k-th client
(ma)

is malicious, it will send ;""" = —|c|Wy 1 to the server, where ¢ ~ A(0,72). Then we have
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E[W,&ma)] = —\/2/mTwW},1 and

~ T™—2 2 T 20'2 —~
var(wl(cma)) = T Wg1Wp, + 7 %Idsub = M. (43)
The server receives these messages and gets wi2 att2 — (Zk eI, Wi + Zke Ia )
. . . .~ bw Aw!2: am /(b /\
And the benign client k obtains x}f’ M2 g (W2 att2) — (bW,1 + - + '
k,2
wab 1—Na\/2/77TTWa 1
b A : :
Then we have E[x f atw] - b+>\ Wi,1+ N ] and var(x }3 attQ) _
WE2
2 2
|:<b+%)2 +(Nb 1)N2 gn]IdJr ZZGI(L
(b+N)2 , . The averaged test loss on benign
. . g?Id_dsub
clients is
2 att2 Z f 12 att2

kEIb

bA | NpA2 i
o b (b2 ¥+ 5% ) T+ P Tier, T | (A dp)o?
2 2 (b+ \)? 2n

bA? 1 Nywp1 — Non/2 /71wy, 2
+ 2(b+ M2 N, Z s N / L W1
kel 2
) <b2+2bA+NbA ) i Na)\ My + A25, B )
(40)+(41) O bdsun n (d—dsup)o
T2 2 (b+X)? * 2n

We find that under the conditions in (40) and (41), the losses of different methods have
similar forms as (39). To find the optimal A for pFedMe and lp-proj-2, we could also
apply Lemma 29 with (4, B,C) = (l‘)’;];fb + N“MO + Yo, %\‘,’Z, %217) . One can check that the

(1 1/N)o?/n
Mo + 2 (Mo—o?/(bn))’
share similar forms as (38), with 3¢, 72, A7 replaced by Yo, My and Aj respectively. For the
comparison of losses at different values of A, The discussion below (39) also applies here.

optimal A is A} := The losses of different methods at optimal A3 also

B.3.4 GAUSSIAN ATTACKS

Gaussian attacks are similar to same-value attacks For FedAvg, pFedMe and Ditto, the

(ma)

malicious client sends w, " to the server, where W ma) LN (04, 7%1;). For 1p-proj-2, the

(ma)

. . . ~ (I
malicious client sends w, " to the server, where Wk ~N(Og4,, 714, ).

Note that tr(I;) = tr(Jy) for any d and the test loss (35) is only relevant to the trace
of the covariance matrix. Thus the averaged test losses on benign clients under Gaussian
attacks are the same as those under same-value attacks.
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B.4 Fairness

In this subsection, we examine the performance fairness of these methods. Recall that in
Definition 1, we measure performance fairness in terms of the variance of test accuracy /losses.
In Appendix B.2, the test loss on client & is

2

o b b
fie(x) = 5+ tr(var(x)) + 5 [Bxi — w5

For different methods, we can compute that

2 2
te [, locy i o°d
2 2
A o o*d b, _ 2
fEWHE) = 5+ on 4 5 1w = wallz,
LS L S
te( Mey _ 7 N TNCT = 2
FREEY) = fie (1),
L 2(d—d DA
te/ 12y _ 9 N N 0 Usub o ( sub) — 2
COE) = ST e T 2 o e el
For simplicity of notation, given N real numbers aj,as,...,ay, we use var(ay) the

variance of a random variable that takes the value a; with probability %, as defined below”

1 & &Y
var(ag) := N Z a2 — (N Zak> . (44)
k=1

k=1
Then we give the formal version of Proposition 18.

Theorem 32 (Formal version of Proposition 18) The variances of test losses on dif-
ferent clients for these methods are as follows:

Vi = var(fif(wi)) = 0,

VA = G0 = (= wi ),
V() = (o) = —EN Gl — wil), (45)
4(b+ M)* 2
VPN = VM),
VEQ) = B ) = O (w0 — wia ).
4(b+ N)* ’ 2

If the wy, are i.i.d. from N (fiy, Xy) with Xy, = (ij)dxd, we have

d d
EVAY = bQ(N_%# YN uh=0(), (46)
i=1 j=1

7. Here, we slightly abuse notation by treating the lowercase letter ax a random variable.
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214 _ d d

EVMe()) = (bb+AA)4 (V=N Y¥'® (47)
i=1 j=1
21\ 4 . dbub dsub

By Theorem 32, we have V'1°¢ < VMe()\) < VA& and V1°¢ < V12()). And larger \ leads to
more fairness. This is because in our settings, only the true parameters wy on the clients
are different. For local, wi°® is an unbiased estimation of wy. So fi¢(wio¢) = ff¢(wi°°) for
any k # . For other methods, XAvg i/le and xk are all biased. Thus test losses on different
clients can vary a lot.

However, it is not easy to compare var(||W — wy||3) and var(||w.; — wleg) directly. If
the variance of wy, concentrates on the the first dg,, dimensions, var(||w.; — Wk1||§) can be
larger than var([|[w — wy||3).

To gain more intuition, we further assume wy, are i.i.d. and distributed as N (g, Xv)-
Then Theorem 32 implies that EV!°® < EV2(\) < EVMe()\) < EVAve,

Now we give the proof of Theorem 32.

Proof [Proof of Theorem 32| From the definition of var in (44), the equalities in (45) are
easy to check. For the remaining results, we first give an equivalent form of var(||Ww — wg||3)
when treating the wy, as fixed.

@ 1 N L 2
var(|[w — wyl3) = NZHV’V-WH% - (NZHW—Wng>
k=1

k=1

)
:F N-1) ZHwk—wHQ Z Z lwi, = w3 [wi — w3

k=11=1,l#k

— (12 — 112 2
(1w = w3 = llwi = wli3)

© 1 N N
:WZ 2 2

N N

d 1 _

(:) N2 E E <Wk—Wl,Wk+Wl—2W>2, (49)
k=11=1,1#k

where (a) follows from the definition of var in (44), (b) and (d) result from expanding the
squared terms, and (c) is based on the fact that, for any real numbers aj,as,...,an, the
following equality holds:

N N N N
(ak—al)Q_ a? + a? — 2a,q
P D e D DD Dl

k=11=1,l£k k=11=1,l£k
N N N N
N -1 N -1

e R Y DD S
k=1 =1 k=11=1,I#k
N N

SEE ST S SR
k=1 k=11=1,l#k
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If we further assume wy, are i.i.d. from N (i, Xy), one can check that

cov(wy — Wi, Wi + w; — 2w)
= E(Wk — Wl)(Wk +w; — QW)T - E(Wk - WZ)E(Wk +w; — QW)T

= Ewkwl;r — IEWZWZT — 2Ew,w ' + 2Ew;w ' =0,
where the last step is due to the symmetry between k and [. Note that (wy—w;, wi+w; —2wW)
also follows a Gaussian distribution. Then unrelatedness implies independence. Thus, wi—w;
and wy, + w; — 2w are independent. To calculate Evar(||W — wy|3), it suffices to examine
E (wi — wi, wi + w; — 2\7v>2 for k # [. Take X7 = wi —w; and X5 = wi +w; — 2w for short.
Due to that the wy, are i.i.d. one can check EX; = EXy = 0, var(X;) = var(wy) +var(w;) =
23, and

var(Xs) = (1—;)2var(wk) 4 <1—;>2var(wl) + % i var(w;) = (2—]@ S

i=1,i#k,l

In other words, X; ~ N(0,2%,,) and Xy ~ N(0,(2 — 4/N)X,). Moreover, both the
distributions are independent of the choice of k and . Due to the independence between X4
and X5, we have

E (X1, X5)? = Etr(Xy X1 X| X») = Etr(X, X| X0 Xy ) = tr(EX; X EX, Xy )
9 9 d d
=4 (1 - N) tr(x22) =4 (1 - N) Sy o
i=1 j=1

Plugging this equality into (49) yields

d d
S 4(N —1)(N —2)
Evar(||w — wy||3) = ~3 >
i=1 j=1

It follows that (46) and (47) hold. The proof of (48) is similar to that of (47), with the only
difference being the dimension: the term d in (47) is replaced by dgyp in (48). [ ]

Appendix C. Experimental Details

The data sets, corresponding models and tasks are summarized in Table 3 below. The
performance of 1p-proj-1 and 1lp-proj-2 are evaluated on both convex and non-convex
models across a set of FL. benchmarks, including both synthetic and real data sets.

The synthetic data sets are generated following the setup in Li et al. (2020a), we denote it
as Synthetic(a, (), where « controls how much local models differ from each other and 3
controls how much the local data for each client differs from that of other clients. Specifically,
the synthetic samples (X, yx) are generated from the model y = arg max(softmax(Wyx+by))
with € R, W e R19%60 and b, € R, where X, € R™*0 and y;, € R". Each entry
of W}, and by, are modeled as N (g, 1) with p, ~ (0,a), and (zx); ~ N(vk,j%) with
V. ~ N(Bk, 1) and Bk ~ N(O,ﬁ)
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Average Sample Size

Data sets # of Clients for each Client Tasks Partitions Models
Synthetic(0, 0) 100 202 10-class classification * logistic
Synthetic(1l, 1) 100 202 10-class classification * logistic

EMNIST 248 2000 62-class classification 10 classes to each client 2-hidden-layers NN

CIFAR 200 200 10-class classification 2 classes to each client CNN

MNIST 100 434 10-class classification 2 classes to each client  1-hidden-layer NN
FASHIONMNIST 100 480 10-class classification 2 classes to each client CNN

Table 3: Summary of data sets and models.

Neural Network Architecture for the Models Used in Numerical Experiments.

e 1-hidden-layer NN for MINIST: One hidden fully-connected layer with 100 neurons.
We use ReLLlU as the activation function.

e 2-hidden-layer NN for EMNIST: Two hidden fully-connected layers, each with 100
neurons. For each FC layer, ReLU is used as the activation function.

e CNN for CIFAR: The neural network used in our experiment consists of two convolu-
tional layers and three fully-connected layers. The architecture for each layer is listed as

follows:

Convolutional layer 1: input_channel: 3, output_channel: 6, kernel size: 5.

Convolutional layer 2: input_channel: 6, output_channel: 16, kernel_ size: 5.
— Fully-connected layer 1: input_features: 400, output_features: 120.
— Fully-connected layer 2: input_features: 120, output_features: 84.

— Fully-connected layer 3: input_features: 84, output_features: 10.

For each convolutional layer, we would first apply a ReLLU activation function right after
the convolution, and then apply a max pooling with kernel_size = 2, stride = 2 to extract
the feature map. Besides, for the fully-connected layers, we use ReLLU as the activation
function.

e CNN for FASHIONMNIST: The neural network used for FASHIONMNIST data set in
our experiment is modified from He et al. (2016), which consists of a normal convolutional
layer, two resnet blocks and finally a fully connected layer. The architecture for each layer
is listed as follows:

— Convolutional layer: input_channel: 1, output_channel: 64, kernel size: 7, stride: 2,
padding: 3. Right after the convolution, we apply a batch normalization layer to
standardize the features, and then the ReLU function is applied as the activation
function, and finally, a max pooling layer with kernel_size = 3, stride = 2, padding =
1 is applied to extract the feature map.

— Resnet block 1: input_channels: 64, output_channels: 64, number of residuals: 2.
— Resnet block 2: input_channels: 64, output_channels: 128, number of residuals: 2.

— Fully-connected layer: input_features: 128, output_features: 10.
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Furthermore, we apply average pooling right after resnet block 2 to extract the feature
map before feeding to the fully connected layer.

For implementation details, please refer to the source code provided in https://github.
com/desternylin/perfed.

Total Number of Parameters for the Full Model.
e Synthetic: 610.
e MNIST: 79510.

CIFAR: 62006.

EMNIST: 94862.

FASHIONMNIST: 678794.

Computing Resource for Numerical Experiments. All of our experiments are per-
formed on GPUs. Specifically, every single experiment (a competing method with its given
parameter setting and model) is performed on a single GPU, where the type of GPU is one
of the following two:

e NVIDIA TITAN RTX with 24220MB memory, driver version: 470.63.01, CUDA version:
11.4.

e NVIDIA GeForce RTX 2080 Ti with 11019MB memory, driver version: 470.63.01, CUDA
version: 11.4.

C.1 Competing Methods

Several state-of-the-art methods in the literature aiming for different purposes such as
personalization, robustness and communication efficiency are considered in our experiment.
We list and provide a brief description of these methods below.

e FedAvg (McMahan et al., 2017), which learns a shared model by averaging the locally-
computed model updates in each communication round. This is a baseline algorithm in
the FL literature, but it would probably suffer from the statistical heterogeneity among
clients.

e Local, which trains a local model for each client separately. This algorithm does not have
the communication burden issue, but may perform poorly when there is little local data.

e Ditto (Li et al., 2021b), which considers two overarching tasks: the global objectives
and the local objectives, and uses a regularization term that encourages the personalized
model to be close to the optimal global model.

e LG-FedAvg (Liang et al., 2020), which proposes to learn useful and compact features
from the raw data locally and the central server only aggregates the learned representations
to improve communication efficiency and get better personalization performance.
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e RSA (Liet al., 2019), which incorporates the objective function with an LP regularizer
to robustify the learning task and mitigate the negative effects of Byzantine attacks.

e pFedMe (Dinh et al., 2020), which considers a bi-level problem that concerns global
and local objectives respectively. The main difference of pFedMe and Ditto is that when
considering the global objective, pFedMe considers the whole loss function including the
regularizer, while Ditto excludes the regularizer in the global level.

e Per-FedAvg (Fallah et al., 2020), which applies MAML (Finn et al., 2017) to personalize
federated models with a Hessian-product approximation to approximate the second-order
gradients.

e Sketch (Ivkin et al., 2019), which carries out distributed SGD by communicating count
sketches instead of full gradients to reduce communication costs. However, in our experi-
ments, we find that the size of the sketches should be relatively large to retain accuracy
performance in heterogeneous networks.

e LBGM (Look-Back Gradient Multiplier) (Azam et al., 2021), which exploits the low-rank
property of the gradient space to enable gradient recycling between model update rounds
of federated learning.

e QSGD (Quantized SGD) (Alistarh et al., 2017), which quantizes each component by
randomized rounding to a discrete set of values before message transmission. Furthermore,
it employs efficient lossless code for quantized gradients, which exploits their statistical
properties to generate efficient encodings.

e DGC (Deep Gradient Compression) (Lin et al., 2018), which compresses the gradient
with momentum correction and local gradient clipping on top of the gradient sparsification.
What’s more, to overcome the staleness problem caused by reduced communication,
momentum factor masking and warmup training are also used.

C.2 Parameter Settings

For each competing algorithm, different hyper-parameters need to be tuned. We provide two
or three candidates for each hyper-parameter and perform a grid search on all the possible
combinations based on the accuracy performance on the validation data set. The tuning
hyper-parameter and their corresponding candidates for each algorithm are listed as follows.

e FedAvg: local learning rate: {0.05,0.1,0.5}, rounds for local update: {1,5}.

e Local: local learning rate: {0.05,0.1,0.5}.

Ditto: local learning rate: {0.05,0.1,0.5}, personalization model learning rate: {0.01,0.05,0.1},
A :{0.1,1,10}, local computation rounds R : {1,5}.

LG-FedAvg: local learning rate: {0.05,0.1,0.5}, rounds for local update: {1,5}.

e RSA:local learning rate: {0.05,0.1,0.5}, personalization model learning rate: {0.01,0.05,0.1},
A:{0.1,1,10}, local computation rounds R : {1,5}.
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pFedMe: local learning rate: {0.05,0.1,0.5}, personalization model learning rate: {0.01,
0.05,0.1}, A :{0.1,1,10}, local computation rounds R : {1,5}.

Per-FedAvg: local learning rate: {0.05,0.1,0.5}, personalization model learning rate:
{0.01,0.05,0.1}.

Sketch: local learning rate: {0.05,0.1,0.5}, columns of the sketch: {0.02,0.05} x dimen-
sion of the full model, rows of the sketch: {0.005,0.01} x dimension of the full model, &k
for the recovered k-sparse gradient: {0.01,0.05} x dimension of the full model.

lp-proj-1: local learning rate: {0.05,0.1,0.5}, personalization model learning rate:
{0.01,0.05,0.1}, A: {0.1,1,10}, local computation rounds R : {1,5}.

Ip-proj-2: local learning rate: {0.05,0.1,0.5}, personalization model learning rate:
{0.01,0.05,0.1}, A: {0.1,1,10}, local computation rounds R : {1,5}.

LBGM: learning rate: {0.05,0.1,0.5}, local computation rounds R : {1,5}, look-back
phase (LBP) error threshold §*"™ : {0.2,0.5,0.8}.

QSGD: learning rate: {0.05,0.1,0.5}, quantization level: {5,10,15}, bucket size: {500,
1000, 2000}.

DGC: learning rate: {0.05,0.1,0.5}, initial sparsity level: {0.25,0.5,0.75}, sparsity rising
level during warm-up training: {0.75,0.5,0.25}.

Other parameters shared by all algorithms:
# of clients particiate in each communication: 10% x total # of clients.
Accuracy level v for inner loop for personalization methods: 10710,
Batch size for local SGD: 64.
Projection dimension dy,p, for 1p-proj-1 and lp-proj-2: Synthetic: 21, EMNIST: 80,
CIFAR: 60, MNIST: 50, FASHIONMNIST: 600. The projection dimension for each data set
and each model is determined by the full model size and communication budget, and we

show theoretically (Lemma 11) that the accuracy performance only has mild dependence
on the projection dimension.

e # of repeated experiments: 10.

C.3 Complete Results on Personalization and Fairness Performance

Table 4 shows complete results on personalization performance in terms of train loss and test
accuracy and performance fairness in terms of variance of the above two metrics. Figure 5
displays the training loss and test accuracy evolution as the training proceeds. We can see
that 1p-proj-1 and lp-proj-2 own better performance with lower train loss, higher test
accuracy and lower variance across clients.
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Data set

method

Train Loss

Train Loss Var

Test Acc

Test Acc Var

Synthetic(0, 0)

Ditto
pFedMe
Per-fedavg
FedAvg
local
Ip-proj-1
Ip-proj-2
RSA

0.3500 £ 0.0038
0.3542 £ 0.0013
0.6986 £ 0.0184
0.7988 £+ 0.0114
0.2522 £ 0.0045
0.0769 + 0.0097
0.0818 £ 0.0041
0.5319 £ 0.0075

0.0780 £ 0.0020
0.0785 £ 0.0009
0.2106 £ 0.0085
0.2815 £ 0.0112
0.0451 £ 0.0016
0.0048 £ 0.0012
0.0053 £ 0.0005
0.1466 £ 0.0034

0.8569 £ 0.0012
0.8580 £ 0.0015
0.7977 £ 0.0010
0.7714 £ 0.0010
0.8665 £ 0.0016
0.8868 + 0.0010
0.8867 £+ 0.0013
0.8314 £ 0.0019

0.0178 £ 0.0005
0.0178 £ 0.0007
0.0410 £ 0.0006
0.0455 £ 0.0023
0.0159 £ 0.0007
0.0106 £ 0.0003
0.0105 £ 0.0003
0.0265 £ 0.0008

Synthetic(1, 1)

Ditto
pFedMe
Per-fedavg
FedAvg
local
Ip-proj-1
Ip-proj-2
RSA

0.3431 £ 0.0165
0.3010 £ 0.0029
0.6015 £ 0.0151
0.6938 £ 0.0147
0.2969 £ 0.0157
0.0614 + 0.0143
0.0679 £ 0.0068
0.4547 £ 0.0075

0.1596 £ 0.0488
0.0660 £ 0.0014
0.2194 £+ 0.0193
0.3392 £ 0.0214
0.1283 £ 0.0439
0.0162 £ 0.0191
0.0074 £ 0.0042
0.1271 £ 0.0032

0.8615 £ 0.0011
0.8666 £ 0.0008
0.7925 £ 0.0046
0.7875 £ 0.0025
0.8675 £ 0.0018
0.8954 + 0.0019
0.8932 £ 0.0018
0.8416 £+ 0.0015

0.0193 £ 0.0006
0.0170 £ 0.0004
0.0465 £ 0.0022
0.0480 £ 0.0023
0.0177 £ 0.0007
0.0123 £ 0.0008
0.0125 £ 0.0009
0.0242 £ 0.0009

EMNIST

Ditto
pFedMe
Per-fedavg
FedAvg
local
Ip-proj-1
Ip-proj-2
RSA
LG-FedAvg

0.2499 £ 0.0032
0.4397 £ 0.0062
0.9061 £ 0.0882
0.7219 £+ 0.0119
0.3903 £ 0.0013
0.0389 + 0.0036
0.0448 £ 0.0022
0.2740 £ 0.0054
0.4500 £+ 0.0194

0.0066 £ 0.0001
0.0301 £ 0.0092
2.1828 £ 2.7274
0.0300 £ 0.0036
0.0110 £ 0.0017
0.0039 + 0.0003
0.0039 £ 0.0002
0.0066 £ 0.0004
0.1624 £+ 0.0691

0.9089 + 0.0008
0.8556 £ 0.0012
0.7944 £ 0.0083
0.7713 £+ 0.0029
0.8566 £ 0.0008
0.9067 £ 0.0003
0.9070 £ 0.0001
0.8714 £ 0.0011
0.8453 £ 0.0042

0.0016 £ 0.0001
0.0035 £ 0.0004
0.0104 £ 0.0011
0.0070 £ 0.0004
0.0022 £ 0.0001
0.0017 £ 0.0001
0.0017 £ 0.0000
0.0019 £ 0.0001
0.0089 £ 0.0015

CIFAR

Ditto
pFedMe
Per-fedavg
FedAvg
local
Ip-proj-1
Ip-proj-2
RSA
LG-FedAvg

0.1463 £ 0.0335
0.1837 £ 0.0262
1.0378 £ 0.1614
1.4739 + 0.0198
0.3101 £ 0.0098
0.0381 £ 0.0296
0.0043 + 0.0105
0.0073 £ 0.0015
0.4231 £+ 0.0182

0.0232 £ 0.0128
0.0311 £ 0.0072
0.8320 £ 1.0412
0.0438 £ 0.0092
0.0409 £ 0.0021
0.0077 £ 0.0066
0.0009 £ 0.0024
0.0000 £ 0.0000
0.0352 £ 0.0028

0.7909 £ 0.0084
0.7913 £ 0.0034
0.7257 £+ 0.0220
0.4594 £ 0.0091
0.7688 £ 0.0026
0.7922 + 0.0017
0.7910 £ 0.0015
0.7768 £ 0.0048
0.7523 £ 0.0055

0.0110 £ 0.0008
0.0100 £ 0.0006
0.0183 £ 0.0022
0.0173 £ 0.0026
0.0131 £ 0.0006
0.0097 £ 0.0003
0.0099 £ 0.0005
0.0097 £ 0.0008
0.0134 £ 0.0009

MNIST

Ditto
pFedMe
Per-fedavg
FedAvg
local
Ip-proj-1
Ip-proj-2
RSA
LG-FedAvg

0.0266 £ 0.0010
0.0511 £ 0.0037
0.0555 £ 0.0011
0.2099 £ 0.0013
0.0204 £ 0.0065
0.0101 £ 0.0046
0.0060 + 0.0052
0.0829 £ 0.0032
0.0156 £ 0.0019

0.0001 £ 0.0000
0.0006 £ 0.0001
0.0010 £ 0.0004
0.0029 £ 0.0002
0.0002 £ 0.0001
0.0000 =+ 0.0000
0.0000 = 0.0000
0.0010 £ 0.0001
0.0001 £ 0.0000

0.9863 + 0.0004
0.9824 £ 0.0005
0.9831 £ 0.0005
0.9416 £ 0.0009
0.9822 £ 0.0001
0.9822 £ 0.0002
0.9825 £ 0.0002
0.9809 £ 0.0002
0.9821 £ 0.0003

0.0003 £ 0.0000
0.0005 £ 0.0000
0.0004 £ 0.0000
0.0015 £ 0.0001
0.0004 £ 0.0000
0.0004 £ 0.0000
0.0004 £ 0.0000
0.0005 £ 0.0000
0.0004 £ 0.0000

FASHIONMNIST

Ditto
pFedMe
Per-fedavg
FedAvg
local
Ip-proj-1
Ip-proj-2
RSA
LG-FedAvg

0.0141 £ 0.0016
0.0076 £+ 0.0013
0.1834 £ 0.0383
0.1129 £ 0.0109
0.0020 £ 0.0016
0.0002 + 0.0004
0.0004 £ 0.0005
0.0908 £ 0.0368
0.0038 £ 0.0037

0.0004 £ 0.0005
0.0001 £ 0.0001
0.3004 £ 0.1443
0.0194 £ 0.0042
0.0001 £ 0.0002
0.0000 =+ 0.0000
0.0000 £ 0.0001
0.0046 £ 0.0035
0.0001 £ 0.0001

0.9770 + 0.0004
0.9729 £ 0.0004
0.9500 £ 0.0041
0.9694 £+ 0.0021
0.9748 £ 0.0008
0.9752 £ 0.0008
0.9749 £ 0.0007
0.9605 £ 0.0033
0.9738 £ 0.0005

0.0019 £ 0.0001
0.0024 £ 0.0001
0.0092 £ 0.0013
0.0029 £ 0.0006
0.0021 £ 0.0001
0.0022 £ 0.0002
0.0021 £ 0.0002
0.0039 £ 0.0012
0.0021 £ 0.0001

Table 4: Complete Result on Personalization and Fairness Performance in terms of Tran

Loss and Test Accuracy.
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Figure 5: Personalization performance of competing methods.

C.4 Complete Results on Communication Efficiency

Table 5 shows complete results on communication performance in terms of test accuracy
and communication bytes. For a fair comparison, we personalize the gradient compression
methods, i.e., Sketch, LBGM, QSGD and DGC, which are not personalization algorithms in the
original literature. We use a simple meta-learning framework (Finn et al., 2017; Fallah et al.,
2020), which uses the collaboratively trained global model as an initialization and performs
gradient updates with respect to the client’s own loss function to obtain its personalized
model. From the comparison result, we can see that, given a communication budget of bytes,
lp-proj-1 and lp-proj-2 achieve the highest test accuracy. On the other hand, given a
target test accuracy, these two approaches need the least bytes for communication, and the
compression rate could be up to 1000x.

C.5 Complete Results on Robustness

Complete results for different methods under various kinds and various levels of Byzantine
attacks are shown in Table 6, 7 and 8, and complete results under data poison attack is
shown in Table 9. 1p-proj-1 and lp-proj-2 show stable performance and are the most
robust to different attacks.
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Data set Method Bytes Budget Test Acc Target Acc Used Bytes
FedAvg 328020 0.625 £ 0.006 0.6 597800 £ 0
Sketch 328020 0.456 £ 0.020 0.6 *
Ip-proj-1 328020 0.885 + 0.002 0.6 4620 £ 0
Synthetic(0, 0) Ip-proj-2 328020 0.888 + 0.001 0.6 4620 £ 0
LBGM 328020 0.815 + 0.007 0.6 12200 £ 23578
QSGD 328020 0.115 £ 0.069 0.6 923350 + 174383
DGC 328020 * 0.6 372000 + 186123
FedAvg 401940 0.516 £+ 0.028 0.6 523380 + 34268
Sketch 401940 0.554 £ 0.017 0.6 * £ %
Ip-proj-1 401940 0.892 + 0.002 0.6 4620 £ 0
Synthetic(1, 1) Ip-proj-2 401940 0.888 + 0.001 0.6 4620 £ 0
LBGM 401940 0.858 + 0.042 0.6 11200 + 371717
QSGD 401940 0.625 £ 0.018 0.6 46950 £ 905787
DGC 401940 0.175 £ 0.208 0.6 58400 £ 184500
FedAvg 4236900 * 0.7 445851400 + 16265444
Sketch 4236900 * & * 0.7 *
Ip-proj-1 4236900 0.906 £ 0.000 0.7 174720 £+ 10699
EMNIST Ip-proj-2 4236900 0.906 £ 0.000 0.7 196560 + 6552
LG-FedAvg 4236900 0.071 £ 0.016 0.7 230786010 £ 6629787
LBGM 4236900 * £ % 0.7 206307624 + 37552057
QSGD 4236900 * 0.7 173663720 £ 101397671
DGC 4236900 * £ % 0.7 *
FedAvg 1029600 * + 0.4 392870016 + 33519046
Sketch 1029600 * 0.4 2271432000 + 220100908
Ip-proj-1 1029600 0.792 + 0.002 0.4 26400 + 0
CIFAR Ip-proj-2 1029600 0.790 £ 0.002 0.4 26400 £ 0
LG-FedAvg 1029600 * £ % 0.4 51369296 + 10550837
LBGM 1029600 * £ % 0.4 4898475 + 41680525
QSGD 1029600 * £ % 0.4 87514000 £ 24632864
DGC 1029600 * £ % 0.4 25671000 £ 323640
FedAvg 228000 * £ % 0.7 56293080 £ 6828608
Sketch 228000 * 0.7 146026720 £+ 51486427
Ip-proj-1 228000 0.982 + 0.000 0.7 12000 + 0
MNIST Ip-proj-2 228000 0.982 £ 0.000 0.7 12000 + 0
LG-FedAvg 228000 0.111 £ 0.026 0.7 763560 £ 55540
LBGM 228000 * 0.7 1590200 + 5492558
QSGD 228000 * £ % 0.7 15966000 + 4693474
DGC 228000 * £ % 0.7 27579900 £ 2836077
FedAvg 3384000 * £ % 0.7 1186531912 + 52998121
Ip-proj-1 3384000 0.975 + 0.001 0.7 144000 £+ 0
Ip-proj-2 3384000 0.975 + 0.001 0.7 144000 + 0
FASHIONMNIST LG-FedAvg 3384000 0.892 + 0.010 0.7 1725336 + 118790
LBGM 3384000 * 0.7 51588348 + 120013474
QSGD 3384000 * 0.7 42696225 + 252785764
DGC 3384000 * + 0.7 133637400 £ 165916659

Table 5: Complete Result on Communication Performance in terms of Test Accuracy and
Communication Bytes. There are two comparisons: one is test accuracy on a given
byte budget, and the other is used bytes to achieve a target test accuracy. Under
the given bytes budget, a * on the column “Test Acc” refers to the situation that
bytes used in the first iteration of the corresponding algorithm have exceeded the
budget. Under target test accuracy, a x on the column “Used Bytes” means the
algorithm could not provide a solution that reaches the target accuracy.
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Data set Method Clean 10% 20% 50% 80%
Ditto 0.857 (0.018)  0.856 (0.017)  0.851 (0.020)  0.855 (0.017)  0.837 (0.014)
Global+Mean  0.772 (0.044)  0.558 (0.150)  0.485 (0.161)  0.462 (0.169)  0.446 (0.166)
Global+Median ~ 0.519 (0.140)  0.558 (0.129)  0.604 (0.121)  0.434 (0.156)  0.471 (0.155)
Synthetic(0, 0)  Global+Krum  0.235 (0.109)  0.285 (0.127)  0.318 (0.133)  0.298 (0.131)  0.285 (0.122)
RSA 0.832 (0.026)  0.881 (0.011) 0.879 (0.011) 0.885 (0.012)  0.863 (0.008)
Ip-proj-1 0.888 (0.010)  0.868 (0.013) 0.880 (0.011) 0.884 (0.012) 0.869 (0.010)
Ip-proj-2 0.887 (0.010)  0.865 (0.014)  0.873 (0.012)  0.875 (0.014)  0.858 (0.012)
Ditto 0.863 (0.018)  0.882 (0.015) _ 0.884 (0.014)  0.885 (0.012) _ 0.873 (0.012)
Global+Mean  0.785 (0.051)  0.481 (0.168)  0.440 (0.175)  0.387 (0.171)  0.477 (0.147)
Global+Median ~ 0.525 (0.142)  0.606 (0.124)  0.655 (0.122)  0.428 (0.163)  0.484 (0.166)
Synthetic(1, 1) Global+Krum  0.224 (0.105)  0.294 (0.135)  0.310 (0.139)  0.396 (0.143)  0.241 (0.149)
RSA 0.844 (0.023) 0.901 (0.013) 0.903 (0.012)  0.906 (0.010) 0.916 (0.005)
Ip-proj-1 0.893 (0.014)  0.890 (0.014)  0.907 (0.010) 0.908 (0.010) 0.914 (0.005)
Ip-proj-2 0.891 (0.013)  0.890 (0.015)  0.905 (0.011)  0.898 (0.013)  0.907 (0.007)
Ditto 0.907 (0.002) 0.203 (0.004)  0.294 (0.004)  0.289 (0.004)  0.282 (0.003)
Global+Mean  0.770 (0.007)  0.057 (0.013)  0.058 (0.013)  0.061 (0.013)  0.072 (0.015)
Global+Median  0.556 (0.015)  0.057 (0.013)  0.058 (0.013)  0.061 (0.013)  0.072 (0.015)
EMNIST Global+Krum  0.504 (0.032)  0.057 (0.013)  0.058 (0.013)  0.061 (0.013)  0.072 (0.015)
RSA 0.872 (0.002)  0.293 (0.004) 0.294 (0.004) 0.337 (0.012) 0.431 (0.021)
Ip-proj-1 0.906 (0.002) 0.908 (0.002) 0.905 (0.002) 0.908 (0.002) 0.908 (0.002)
Ip-proj-2 0.907 (0.002) 0.900 (0.002) 0.902 (0.002)  0.904 (0.002) 0.907 (0.002)
Ditto 0.796 (0.010) 0.501 (0.000) 0.502 (0.001) 0.502 (0.001) 0.511 (0.002)
Global+Mean  0.456 (0.022)  0.106 (0.042)  0.116 (0.044)  0.115 (0.044)  0.150 (0.052)
Global+Median  0.247 (0.035)  0.106 (0.042)  0.116 (0.044)  0.115 (0.044)  0.150 (0.052)
CIFAR Global4+Krum 0.246 (0.038) 0.106 (0.042) 0.116 (0.044) 0.115 (0.044) 0.150 (0.052)
RSA 0.775 (0.010)  0.539 (0.008)  0.574 (0.013)  0.590 (0.016)  0.595 (0.013)
Ip-proj-1 0.791 (0.009)  0.786 (0.009)  0.790 (0.009) 0.797 (0.010)  0.795 (0.012)
Ip-proj-2 0.792 (0.009)  0.783 (0.009)  0.789 (0.010)  0.791 (0.012)  0.788 (0.011)
Ditto 0.986 (0.000) 0529 (0.011) _ 0.516 (0.009) _ 0.958 (0.005) _ 0.939 (0.005)
Global+Mean  0.942 (0.001)  0.107 (0.042)  0.120 (0.046)  0.113 (0.046)  0.198 (0.055)
Global+Median  0.808 (0.014) 0.861 (0.006) 0.120 (0.046) 0.113 (0.046) 0.175 (0.057)
MNIST Global+Krum  0.647 (0.062)  0.668 (0.080)  0.120 (0.046)  0.113 (0.046)  0.168 (0.061)
RSA 0.981 (0.001) 0.980 (0.000) 0.981 (0.001) 0.984 (0.000) 0.985 (0.000)
Ip-proj-1 0.982 (0.000)  0.982 (0.000) 0.982 (0.000) 0.984 (0.000) 0.987 (0.000)
Ip-proj-2 0.982 (0.000)  0.983 (0.001) 0.982 (0.000) 0.984 (0.000) 0.989 (0.000)
Ditto 0.977 (0.002)  0.605 (0.020) _ 0.611 (0.018) _ 0.630 (0.016) _ 0.615 (0.013)
Global4+Mean 0.967 (0.004) 0.130 (0.047) 0.151 (0.052) 0.153 (0.048) 0.176 (0.057)
Global+Median ~ 0.729 (0.033)  0.739 (0.024)  0.119 (0.045)  0.120 (0.046)  0.162 (0.044)
FASHIONMNIST ~ Global+Krum  0.374 (0.072)  0.413 (0.122)  0.119 (0.045)  0.140 (0.050)  0.192 (0.062)
RSA 0.960 (0.004)  0.685 (0.033)  0.767 (0.036)  0.775 (0.022)  0.827 (0.018)
Ip-proj-1 0.975 (0.002)  0.973 (0.002) 0.980 (0.001) 0.976 (0.002) 0.976 (0.002)
Ip-proj-2 0.974 (0.002)  0.971 (0.003)  0.979 (0.001) 0.975 (0.002)  0.975 (0.002)

Table 6: Complete Result on Robustness Performance in terms of test accuracy under
same-value attacks. (The number in the parentheses is the corresponding variance.)
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Data set Method Clean 10% 20% 50% 80%

Ditto 0.857 (0.018)  0.853 (0.017)  0.850 (0.017) X (%) X (%)

Global+Mean  0.772 (0.044)  0.412 (0.146)  0.324 (0.130) * (%) * ()

Global+Median ~ 0.519 (0.140)  0.421 (0.131)  0.425 (0.139)  0.192 (0.087) * (%)

Synthetic(0, 0) Global+Krum  0.280 (0.133)  0.304 (0.139)  0.308 (0.157)  0.281 (0.134) * (%)
RSA 0.832 (0.026) 0.829 (0.025) 0.834 (0.022) 0.881 (0.012) 0.848 (0.011)
Ip-proj-1 0.888 (0.010) 0.884 (0.011)  0.885 (0.010) 0.885 (0.010) 0.863 (0.010)

Ip-proj-2 0.887 (0.010)  0.885 (0.010) 0.884 (0.010) * (%) X (%)

Ditto 0.863 (0.018) _ 0.879 (0.015) _ 0.884 (0.013) ) (%)

Global+Mean  0.785 (0.051) 0 292 (0.142)  0.243 (0.134) * (%) * (%)

Global+Median  0.525 (0.142) 55 (0.140)  0.436 (0.169)  0.168 (0.092) * (%)

Synthetic(1, 1) Global+Krum  0.269 (0.134) 0.287 (0.142)  0.326 (0.141)  0.372 (0.155) * (%)
RSA 0.844 (0.023)  0.856 (0.023)  0.863 (0.020)  0.905 (0.010) 0.920 (0.004)
Ip-proj-1 0.893 (0.014) 0.905 (0.011) 0.909 (0.010) 0.905 (0.009)  0.918 (0.005)

Ip-proj-2 0.891 (0.013)  0.902 (0.013)  0.908 (0.011) * (%) * ()

Ditto 0.907 (0.002)  0.746 (0.004)  0.748 (0.003) * (%) * (%)

Global+Mean  0.770 (0.007)  0.057 (0.013)  0.072 (0.012) * (%) * (%)

Global+Median ~ 0.556 (0.015)  0.382 (0.021)  0.392 (0.024)  0.107 (0.005) X (%)

EMNIST Global+Krum  0.501 (0.037)  0.452 (0.029)  0.409 (0.031)  0.495 (0.035) x (%)
RSA 0.872 (0.002)  0.501 (0.007)  0.598 (0.006) 0.905 (0.002) 0.907 (0.002)
Ip-proj-1 0.906 (0.002) 0.908 (0.002) 0.910 (0.002) 0.905 (0.002) 0.907 (0.002)

p-proj-2 0.907 (0.002) 0.907 (0.002) 0.907 (0.002) * (%) * (%)

Ditto 0.795 (0.010) _ 0.746 (0.016) _ 0.762 (0.015) (%) ()

Global+Mean  0.456 (0.022)  0.106 (0.042)  0.128 (0.029) X (%) X (%)

Global+Median ~ 0.247 (0.035)  0.265 (0.039)  0.224 (0.018) X (%) X (%)

CIFAR Global+Krum  0.246 (0.038)  0.240 (0.038)  0.290 (0.019)  0.200 (0.059) * ()
RSA 0.778 (0.009)  0.646 (0.010) 0.613 (0.013)  0.788 (0.010) 0.791 (0.010)
Ip-proj-1 0.790 (0.009)  0.795 (0.010) 0.793 (0.009) 0.801 (0.010) 0.788 (0.011)

Ip-proj-2 0.792 (0.009)  0.788 (0.009)  0.786 (0.010) X (%) X (%)

Ditto 0.986 (0.000) 0.981 (0.000) 0.981 (0.000) * (%) . ()

Global+Mean ~ 0.942 (0.001)  0.188 (0.057)  0.296 (0.061) X (%) X (%)

Global+Median ~ 0.859 (0.007)  0.103 (0.041)  0.817 (0.008)  0.206 (0.032) * ()

MNIST Global+Krum 0.679 (0.076) 0.668 (0.080) 0.723 (0.045) 0.796 (0.029) * (%)
RSA 0.981 (0.001)  0.954 (0.006)  0.976 (0.001)  0.984 (0.000) 0.984 (0.000)
Ip-proj-1 0.982 (0.000) 0.982 (0.000) 0.982 (0.000) 0.984 (0.000) 0.984 (0.000)

Ip-proj-2 0.982 (0.000)  0.982 (0.000) 0.982 (0.000) * (%) * (%)

Ditto 0.977 (0.002) 0.973 (0.002) 0.930 (0.001) * (%) . ()

Global+Mean  0.967 (0.004)  0.111 (0.043)  0.119 (0.045) * (%) * ()

Global+Median ~ 0.729 (0.033)  0.214 (0.031)  0.537 (0.038) X (%) X (%)

FASHIONMNIST ~ Global+Krum  0.374 (0.072)  0.430 (0.069)  0.511 (0.107)  0.728 (0.065) X (%)
RSA 0.960 (0.004)  0.891 (0.021)  0.930 (0.011)  0.974 (0.002) 0.977 (0.002)
Ip-proj-1 0.975 (0.002) 0.975 (0.002) 0.981 (0.001) 0.976 (0.001) 0.977 (0.002)

Ip-proj-2 0.974 (0.002)  0.974 (0.002) 0.981 (0.001) * (%) * ()

Table 7: Complete Result on Robustness Performance in terms of test accuracy under sign-
flipping attacks. (The number in the parentheses is the corresponding variance.)
A x on the cell means that the corresponding algorithm would collapse under the
given intensity of the adversarial attack and could not return a solution.
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Data set Method Clean 10% 20% 50% 80%

Ditto 0.857 (0.018)  0.651 (0.052)  0.674 (0.056)  0.722 (0.045)  0.710 (0.047)

Global+Mean  0.772 (0.044)  0.174 (0.081)  0.173 (0.080)  0.189 (0.082)  0.246 (0.102)
Global+Median ~ 0.519 (0.140)  0.124 (0.054)  0.143 (0.071)  0.189 (0.083)  0.204 (0.091)

Synthetic(0, 0)  Global+Krum  0.235 (0.109)  0.133 (0.072)  0.148 (0.086)  0.208 (0.105)  0.290 (0.086)
RSA 0.832 (0.026)  0.845 (0.019)  0.851 (0.018)  0.868 (0.017)  0.837 (0.015)

Ip-proj-1 0.888 (0.010) 0.876 (0.013) 0.880 (0.011) 0.885 (0.011) 0.862 (0.009)

Ip-proj-2 0.887 (0.010)  0.838 (0.023)  0.846 (0.020)  0.861 (0.018)  0.844 (0.011)

Ditto 0.863 (0.018)  0.694 (0.060)  0.741 (0.051)  0.762 (0.032)  0.795 (0.024)

Global+Mean 0.785 (0.051) 0.194 (0.089) 0.188 (0.101) 0.196 (0.090) 0.295 (0.143)

Global+Median ~ 0.525 (0.142)  0.132 (0.059)  0.124 (0.078)  0.231 (0.122)  0.250 (0.144)

Synthetic(1, 1) Global+Krum  0.224 (0.105)  0.157 (0.096)  0.159 (0.084)  0.248 (0.116)  0.268 (0.121)
RSA 0.844 (0.023)  0.886 (0.014)  0.887 (0.014)  0.885 (0.015)  0.902 (0.006)

Ip-proj-1 0.893 (0.014) 0.898 (0.013) 0.910 (0.011) 0.905 (0.011) 0.916 (0.005)

Ip-proj-2 0.891 (0.013)  0.868 (0.020)  0.887 (0.016)  0.878 (0.013)  0.893 (0.008)

Ditto 0.907 (0.002)  0.649 (0.004)  0.673 (0.004)  0.681 (0.006) _ 0.703 (0.006)

Global+Mean  0.770 (0.007)  0.068 (0.005)  0.063 (0.005)  0.060 (0.008)  0.059 (0.009)

Global+Median ~ 0.556 (0.015)  0.061 (0.001) 0.079 (0.002) 0.081 (0.002)  0.062 (0.011)

EMNIST Global+Krum  0.504 (0.032)  0.177 (0.005)  0.164 (0.009)  0.181 (0.006)  0.180 (0.006)
RSA 0.872 (0.002)  0.782 (0.003) 0.786 (0.003)  0.820 (0.002)  0.844 (0.003)

Ip-proj-1 0.906 (0.002)  0.899 (0.002) 0.903 (0.002) 0.905 (0.002) 0.907 (0.002)

Ip-proj-2 0.907 (0.002) 0.862 (0.002) 0.862 (0.002) 0.881 (0.002) 0.883 (0.002)

Ditto 0.796 (0.010) _ 0.668 (0.011) _ 0.674 (0.011) _ 0.658 (0.014) _ 0.604 (0.021)

Global+Mean  0.456 (0.022)  0.139 (0.010)  0.151 (0.038)  0.146 (0.035)  0.153 (0.033)

Global+Median ~ 0.247 (0.035)  0.112 (0.011)  0.136 (0.024)  0.159 (0.034)  0.144 (0.009)

CIFAR Global4+Krum 0.246 (0.038) 0.160 (0.008)  0.166 (0.013)  0.156 (0.007)  0.169 (0.017)
RSA 0.775 (0.010)  0.731 (0.011)  0.736 (0.010)  0.757 (0.009)  0.772 (0.011)

Ip-proj-1 0.791 (0.009)  0.790 (0.008) 0.791 (0.010) 0.797 (0.009)  0.795 (0.010)

Ip-proj-2 0.792 (0.009)  0.775 (0.011)  0.779 (0.010)  0.784 (0.010)  0.776 (0.011)

Ditto 0.986 (0.000) 0.031 (0.002) _ 0.928 (0.002) _ 0.932 (0.003) _ 0.937 (0.002)

Global+Mean  0.942 (0.001)  0.460 (0.027)  0.272 (0.040)  0.186 (0.027)  0.210 (0.043)

Global+Median  0.808 (0.014) 0.862 (0.006) 0.141 (0.038) 0.114 (0.039) 0.207 (0.062)

MNIST Global+Krum  0.647 (0.062)  0.669 (0.062)  0.770 (0.012)  0.778 (0.013)  0.821 (0.013)
RSA 0.981 (0.001)  0.957 (0.001)  0.963 (0.001)  0.979 (0.001)  0.982 (0.000)

Ip-proj-1 0.982 (0.000) 0.981 (0.000) 0.982 (0.001) 0.983 (0.000)  0.984 (0.000)
Ip-proj-2 0.982 (0.000)  0.978 (0.000)  0.980 (0.000) 0.984 (0.000) 0.987 (0.000)

Ditto 0.977 (0.002)  0.836 (0.015)  0.880 (0.014) _ 0.873 (0.017) _ 0.895 (0.007)

Global4+Mean 0.967 (0.004) 0.167 (0.041) 0.165 (0.040) 0.170 (0.050) 0.174 (0.034)

Global+Median ~ 0.729 (0.033)  0.650 (0.046)  0.346 (0.018)  0.192 (0.035)  0.192 (0.051)
FASHIONMNIST ~ Global+Krum  0.374 (0.072)  0.437 (0.117)  0.468 (0.067)  0.494 (0.060)  0.362 (0.012)
RSA 0.960 (0.004)  0.947 (0.007)  0.959 (0.002)  0.964 (0.002)  0.969 (0.002)
Ip-proj-1 0.975 (0.002) 0.973 (0.002) 0.978 (0.001) 0.977 (0.001) 0.974 (0.002)

Ip-proj-2 0.974 (0.002)  0.964 (0.003)  0.973 (0.001)  0.968 (0.002)  0.972 (0.002)

Table 8: Complete Result on Robustness Performance in terms of test accuracy under
Gaussian attacks. (The number in the parentheses is the corresponding variance.)
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Data set Method Clean 2% 5% 10% 20%
Ditto 0.857 (0.018)  0.853 (0.019)  0.851 (0.019)  0.749 (0.068)  0.342 (0.123)
Global4+Mean 0.772 (0.044) 0.484 (0.163) 0.304 (0.134) 0.257 (0.129) 0.141 (0.059)
Global+Median  0.519 (0.140) 0.539 (0.141) 0.552 (0.130) 0.322 (0.118) 0.435 (0.133)
Synthetic(0, 0)  Global+Krum  0.280 (0.133)  0.288 (0.130)  0.290 (0.134)  0.291 (0.156)  0.300 (0.146)
RSA 0.832 (0.026)  0.850 (0.019)  0.865 (0.016)  0.876 (0.012)  0.875 (0.011)
Ip-proj-1 0.888 (0.010) 0.886 (0.011) 0.884 (0.011) 0.884 (0.011) 0.881 (0.011)
Ip-proj-2 0.887 (0.010) 0.886 (0.011) 0.881 (0.012)  0.868 (0.015)  0.866 (0.014)
Ditto 0.863 (0.018)  0.863 (0.019) _ 0.853 (0.023) _ 0.810 (0.045) _ 0.401 (0.184)
Global+Mean  0.785 (0.051)  0.432 (0.156)  0.253 (0.124)  0.208 (0.111)  0.146 (0.090)
Global+Median ~ 0.525 (0.142)  0.534 (0.151)  0.554 (0.144)  0.274 (0.132)  0.373 (0.152)
Synthetic(1, 1) Global+Krum  0.269 (0.134)  0.277 (0.120)  0.300 (0.145)  0.249 (0.140)  0.290 (0.163)
RSA 0.844 (0.023)  0.864 (0.019)  0.874 (0.016)  0.894 (0.013)  0.903 (0.010)
Ip-proj-1 0.893 (0.014)  0.889 (0.013)  0.901 (0.012) 0.904 (0.011) 0.914 (0.009)
Ip-proj-2 0.891 (0.013) 0.896 (0.012) 0.893 (0.012)  0.895 (0.013)  0.899 (0.013)

Ditto 0.907 (0.002)  0.761 (0.003) _ 0.778 (0.005)  0.859 (0.002) > (%)

Global+Mean  0.770 (0.007)  0.179 (0.024)  0.110 (0.019)  0.150 (0.019) * (%)
Global+Median ~ 0.556 (0.015)  0.549 (0.013)  0.564 (0.015)  0.433 (0.012)  0.419 (0.011)
EMNIST Global4+Krum 0.501 (0.037) 0.454 (0.038) 0.449 (0.022) 0.329 (0.030) 0.321 (0.031)
RSA 0.872 (0.002)  0.832 (0.002) 0.825 (0.002) 0.871 (0.002) 0.878 (0.002)
Ip-proj-1 0.906 (0.002)  0.909 (0.002) 0.910 (0.002) 0.906 (0.002)  0.905 (0.002)
Ip-proj-2 0.907 (0.002) 0.907 (0.002) 0.907 (0.002) 0.908 (0.002) 0.906 (0.002)
Ditto 0.795 (0.010) 0.750 (0.016) 0.749 (0.015) 0.739 (0.009) 0.765 (0.011)
Global+Mean  0.456 (0.022)  0.102 (0.041)  0.139 (0.033)  0.153 (0.025)  0.155 (0.038)
Global+Median ~ 0.247 (0.035)  0.252 (0.023)  0.247 (0.025)  0.292 (0.015)  0.288 (0.011)
CIFAR Global+Krum  0.246 (0.038)  0.250 (0.045)  0.250 (0.027)  0.301 (0.046)  0.222 (0.019)
RSA 0.778 (0.009)  0.719 (0.011)  0.753 (0.010)  0.739 (0.013)  0.778 (0.011)
Ip-proj-1 0.790 (0.009)  0.795 (0.010)  0.793 (0.008)  0.795 (0.010)  0.801 (0.010)
Ip-proj-2 0.792 (0.009)  0.794 (0.009) 0.794 (0.008) 0.786 (0.009)  0.789 (0.009)

Ditto 0.986 (0.000) 0.983 (0.000) 0.982 (0.000) 0.982 (0.001) iy
Global+Mean  0.942 (0.001)  0.832 (0.007)  0.712 (0.025)  0.627 (0.047)  0.514 (0.028)
Global+Median  0.859 (0.007)  0.860 (0.006)  0.862 (0.006)  0.857 (0.007)  0.839 (0.006)
MNIST Global+Krum  0.679 (0.076)  0.697 (0.078)  0.659 (0.068)  0.668 (0.080)  0.697 (0.046)
RSA 0.981 (0.001)  0.978 (0.001)  0.975 (0.001)  0.979 (0.001)  0.979 (0.001)
Ip-proj-1 0.982 (0.000) 0.983 (0.000) 0.982 (0.000) 0.982 (0.000) 0.982 (0.001)
Ip-proj-2 0.982 (0.000)  0.982 (0.000) 0.982 (0.000) 0.982 (0.000) 0.982 (0.001)

Ditto 0.977 (0.002) 0.972 (0.002) 0.973 (0.002)  0.964 (0.004) Iy

Global+Mean  0.967 (0.004)  0.208 (0.070)  0.181 (0.070)  0.161 (0.055) x (%)
Global+Median ~ 0.729 (0.033)  0.739 (0.036)  0.720 (0.025)  0.721 (0.020)  0.840 (0.037)
FASHIONMNIST ~ Global+Krum  0.374 (0.072)  0.480 (0.082)  0.488 (0.100)  0.401 (0.072)  0.581 (0.126)
RSA 0.960 (0.004)  0.969 (0.003)  0.959 (0.004)  0.965 (0.003)  0.976 (0.002)
Ip-proj-1 0.975 (0.002)  0.974 (0.002) 0.973 (0.002) 0.974 (0.002)  0.980 (0.001)
Ip-proj-2 0.974 (0.002)  0.973 (0.002) 0.973 (0.002) 0.975 (0.002) 0.981 (0.001)

Table 9: Complete Result on Robustness Performance in terms of test accuracy under data-
poison attacks. (The number in the parentheses is the corresponding variance.)
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Figure 6: Complete results of performance fairness of competing methods. (The point closer

HAN,

L1, LIN, AND ZHANG

to the bottom right corner is better.)

C.6 Complete Results on Accuracy and Performance Fairness Trade-off

Figure 6 shows complete results for accuracy and performance fairness trade-off on all the
data sets used for numerical experiments. lp-proj-1 and lp-proj-2 are comparable to
other state-of-the-art methods.

C.7 Further Extensions
C.7.1 DATA VOLUME SKEWNESS

In the main paper, we consider the statistical heterogeneity with respect to label skewness,
i.e., we distribute the data set among clients so that each client only contains partial classes
of the data in multi-classification problems. In practice, there may be another source of
statistical heterogeneity, namely data volume skewness. Here we distribute the synthetic
data set among N = 100 clients in a data volume unbalanced fashion (Synthetic (0,
0)-unbalance), i.e., the number of samples among clients follows a power law (Li et al.,
2020D).

Similar numerical experiments as in the main paper are also performed on the unbalanced
data set. The training curves are shown in Figure 8. From the numerical results, we can
see that 1lp-proj-land lp-proj-2are also well-performed personalized federated learning
methods.
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Figure 7: Complete results of performance fairness in terms of variance of test losses versus
the corresponding test loss of competing methods. (The point closer to the bottom
left corner is better.)
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Figure 8: Personalization performance of competing methods on data-volume-skewed data

set.

Personalization and Fairness Performance Table 10 shows the personalization and
performance fairness comparison of different state-of-the-art algorithms on the synthetic data-
volume-skewed data set. From the comparison, we can see that our proposed methods enjoy
lower training loss (a reduction of at least 50%) and higher test accuracy (an improvement
of at least 6%), together with smaller corresponding variance (a reduction of at least 40%),
i.e., better performance in terms of performance fairness.
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Method Train Loss Train Loss Var Test Acc Test Acc Var
Ditto 0.3860 + 0.0033  0.1027 4+ 0.0239  0.8576 & 0.0014  0.0230 £ 0.0025
pFedMe 0.3875 4+ 0.0018  0.1213 4+ 0.0141  0.8587 £ 0.0010  0.0257 + 0.0014
Per-fedavg 0.6141 £+ 0.0076  0.2197 £ 0.0035 0.7732 £ 0.0095  0.0498 £ 0.0057
FedAvg 0.7502 4+ 0.0107  0.3246 4+ 0.0096  0.7522 £+ 0.0022  0.0655 + 0.0030
local 0.3070 4+ 0.0059  0.0806 4 0.0440 0.8733 £ 0.0013  0.0206 £ 0.0032
Ip-proj-1  0.1556 + 0.0011 0.0095 + 0.0033 0.9253 + 0.0007 0.0122 =+ 0.0007
Ip-proj-2 0.1664 £+ 0.0014 0.0131 £ 0.0050  0.9230 + 0.0007 0.0122 + 0.0010
RSA 0.4440 4+ 0.0123  0.1328 &= 0.0041  0.8374 £ 0.0075  0.0314 =+ 0.0024

Table 10: Personalization and fairness performance on data volume-skewed data set in terms
of train loss and test accuracy and their corresponding variance.

Method Bytes Budget Test Acc Target Acc Used Bytes
FedAvg 194700 0.566 + 0.023 0.6 250100 £+ 18300
Sketch 194700 0.484 4+ 0.085 0.6 511392 + 272179
lp-proj-1 194700 0.899 + 0.002 0.6 4620 £ 0
Ip-proj-2 194700 0.898 4+ 0.002 0.6 4620 £ 0
LBGM 194700 0.457 + 0.020 0.6 429996 + 56411
QSGD 194700 0.587 + 0.072 0.6 248835 + 93494
DGC 194700 0.735 + 0.075 0.6 184320 + 9145

Table 11: Communication efficiency of Different methods on the data-volume-skewed data
set in terms of test accuracy and communication bytes.

Communication Efficiency Table 11 shows the communication efficiency comparison of
different methods on the data-volume-skewed data set. Under the given bytes budget, our
methods show an improvement in terms of test accuracy with at least 32% compared with
the best SOTA method.

Robustness Table 12, 13, 14 and 15 show the robustness performance in terms of test
accuracy of different state-of-the-art methods. From the comparison, we can see that our
proposed methods enjoy stable performance under various adversarial attacks.

C.7.2 DATA POISONING

In the main paper, we consider three kinds of adversarial attacks: same value, sign flip and
Gaussian attack, where all of them can be categorized as model update poisoning attacks.
For extension, we consider a special case of the data poisoning attack.

e Data poisoning attacks: Under the data-poisoning attacks, the training samples

on the corrupted clients are poisoned with flipped (if binary) or uniformly random
noisy labels. Furthermore, in the communication period, these clients would scale
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Method Clean 10% 20% 50% 80%
Ditto 0.857 (0.024) 0.860 (0.021) 0.860 (0.021) 0.837 (0.019) 0.846 (0.016)
Global+Mean  0.752 (0.069)  0.659 (0.145)  0.594 (0.154)  0.572 (0.144)  0.633 (0.126)
Global+Median  0.640 (0.117)  0.667 (0.125)  0.685 (0.122)  0.623 (0.130)  0.673 (0.147)
Global+Krum  0.426 (0.132)  0.375 (0.121)  0.439 (0.097)  0.481 (0.095)  0.431 (0.082)
RSA 0.839 (0.031) 0.919 (0.013) 0.913 (0.015)  0.906 (0.012)  0.910 (0.007)
Ip-proj-1 0.926 (0.011) 0.913 (0.014) 0.924 (0.012) 0.916 (0.009) 0.924 (0.006)
Ip-proj-2 0.924 (0.011)  0.885 (0.016)  0.903 (0.014)  0.883 (0.011)  0.892 (0.010)

Table 12: Robustness performance in terms of test accuracy on the data-volume-skewed
data set under same-value attack.

Method Clean 10% 20% 50% 80%
Ditto 0.857 (0.024)  0.860 (0.023)  0.861 (0.021) () x (%)
Global+Mean  0.752 (0.069)  0.587 (0.146)  0.429 (0.120) * (%) * (%)
Global+Median  0.640 (0.117)  0.605 (0.138)  0.568 (0.128)  0.115 (0.020) * (%)
Global+Krum  0.426 (0.132)  0.373 (0.104)  0.301 (0.125)  0.564 (0.122) X (%)
RSA 0.839 (0.031)  0.825 (0.035)  0.830 (0.036)  0.913 (0.011)  0.921 (0.007)
lp-proj-1 0.926 (0.011) 0.926 (0.013) 0.926 (0.012) 0.916 (0.009) 0.921 (0.007)
Ip-proj-2 0.924 (0.011) 0.923 (0.013) 0.923 (0.012) * (%) * (%)

Table 13: Robustness performance in terms of test accuracy on the data-volume-skewed
data set under sign-flipping attack.

Method Clean 10% 20% 50% 80%
Ditto 0.857 (0.024)  0.707 (0.073)  0.679 (0.058)  0.693 (0.070)  0.703 (0.058)
Global+Mean 0752 (0.069)  0.331 (0.055)  0.349 (0.054)  0.436 (0.077)  0.598 (0.103)
Global+Median ~ 0.640 (0.117)  0.254 (0.031)  0.143 (0.063)  0.371 (0.057)  0.573 (0.056)
Global4+Krum  0.426 (0.132)  0.128 (0.093)  0.158 (0.043)  0.258 (0.082)  0.465 (0.076)
RSA 0.839 (0.031)  0.851 (0.023)  0.866 (0.020)  0.848 (0.014)  0.875 (0.012)
Ip-proj-1  0.926 (0.011) 0.916 (0.012) 0.919 (0.013) 0.917 (0.011) 0.926 (0.007)
Ip-proj-2  0.924 (0.011)  0.844 (0.028)  0.871 (0.019)  0.846 (0.020)  0.855 (0.020)

Table 14: Robustness performance in terms of test accuracy on the data-volume-skewed
data set under Gaussian attack.

Method Clean 2% 5% 10% 20%
Ditto 0.857 (0.024)  0.853 (0.020)  0.846 (0.022)  0.761 (0.049)  0.322 (0.131)
GlobaltMean  0.752 (0.069)  0.618 (0.160)  0.398 (0.104)  0.234 (0.119)  0.275 (0.054)
Global+Median  0.640 (0.117)  0.652 (0.122)  0.661 (0.122)  0.427 (0.128)  0.443 (0.128)
Global+Krum  0.426 (0.132)  0.411 (0.126)  0.494 (0.117)  0.444 (0.145)  0.442 (0.151)
RSA 0.839 (0.031)  0.848 (0.023)  0.871 (0.026)  0.901 (0.015)  0.911 (0.013)
Ip-proj-1 0.926 (0.011) 0.916 (0.012) 0.919 (0.013) 0.922 (0.012) 0.915 (0.013)
Ip-proj-2 0.924 (0.011) 0.923 (0.012) 0.902 (0.012) 0.883 (0.017)  0.876 (0.017)

Table 15: Robustness performance in terms of test accuracy on the data-volume-skewed
data set under data poisoning attack.
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their transmitted messages to make dominate the aggregate update. In particular, the
scaling parameter is randomly sampled from A(0,20?).

Table 9 shows complete comparison of different state-of-the-art methods under data-poison
attacks. It is worth noting that the data poisoning attack is a rather strong attack, hence
the fraction of malicious workers we consider range from 2% to 20%, and we find that
on the EMNIST and MNIST data set, Ditto and Global+Mean would explode and fail
to return a solution when the fraction of malicious workers reaches 20%. On the other
hand, 1p-proj-land lp-proj-2always enjoy stable performance and are insensitive to the
intensity of the attack.

C.7.3 COLLABORATION FAIRNESS

In the main paper, our consideration of fairness is performance fairness, i.e., the variance of
test accuracy across the system. According to Zhou et al. (2021), there are three kinds of
fairness in federated learning, i.e., performance fairness, collaboration fairness and model
fairness. Here we consider collaboration fairness, whose definition is as follows.

e Collaboration Fairness (Lyu et al., 2020): In a federated system, a high-contribution
participant should be rewarded with a better-performing local model than a low-contribution
participant. Mathematically, fairness can be quantified by the correlation coefficient
between the contributions of participants and their respective final model accuracies.
Following Lyu et al. (2020), we use the test accuracy under pure local training for each
client to quantify their respective contributions.

Figure 9 shows the comparison of collaboration fairness of different methods. Note that the
point that is closer to the top right corner implies the corresponding method enjoys better
performance under the accuracy-fairness trade-off. We can find that our proposed methods
enjoy comparable performance compared with other SOTA methods.

C.7.4 ORTHOGONALIZATION OF THE PROJECTION MATRIX

In the main paper, we assume the projection matrix P is orthogonal throughout the
theoretical analysis, while in practice, explicitly orthogonalizing the matrix P may bring
computational burden as the full dimension d of the model is usually large. But the
dilemma can be circumvented thanks to the approximate orthogonality of high dimensional
random vectors, which fact is also taken advantage of in the construction of our projection
matrix. Through numerical experiments, we show that by using high dimensional random
vectors to construct the projection matrix, model accuracy is hardly affected by explicit
orthogonalization or not. Table 16 shows the comparison of model accuracies on the MNIST
data set with orthogonalization or not. From the comparison, we can see that the difference in
model accuracy between the orthogonal projection matrix and the non-orthogonal projection
matrix is so tiny that can be ignored in practice. Therefore, we can safely use the random
projection matrix directly to proceed with the algorithm.

C.7.5 DIMENSION OF THE RANDOM SUBSPACE

In our proposed algorithm, we need to generate a dg,}, X d random projection matrix P,
where dgyp is the dimension of the projection random subspace. In our theoretical analysis,
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Method  Orthogonalization Train Loss Test Acc

A x 4.027E-03 (3.555E-06)  9.822E-01 (4.281E-04)
p=pro) v 4.026E-03 (3.545E-06)  9.822E-01 (4.281E-04)
oot x 1.778E-02 (1.015E-04) 9.817E-01 (4.465E-04)
P=pro) v 1.779E-02 (1.047E-04)  9.819E-01 (4.334E-04)

Table 16: Comparison of model accuracies on the MNIST data set with explicit orthogonal-
ization or not.

we show that the convergence of our method only has mild dependence on the projection
dimension, for both convex and non-convex but smooth cases, which provides huge flexibility
to the choice of the dimension of the random subspace.

Here we verify this finding by numerical experiment on the EMNIST data set with a
2-hidden layer neural network. We set the projection dimension as 80 in the main paper.
For comparison, we let the dimension of the random projection subspace range from 40 to
200, and track the corresponding training losses and test accuracies. From Table 17, we can
see that as dg,}, increases, there are tiny changes in the training loss and test accuracy and
their corresponding variance.
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Method  dgyup Train Loss Test Acc
40 0.0451 (0.0039) 0.9082 (0.0016)

80  0.0473 (0.0043)  0.9064 (0.0017)
Ip-proj-1 120  0.0370 (0.0037)  0.9058 (0.0018)
160 0.0407 (0.0040)  0.9076 (0.0016)
200  0.0464 (0.0043)  0.9070 (0.0016)
40 0.0462 (0.0040)  0.9074 (0.0017)
80  0.0447 (0.0039)  0.9072 (0.0017)
Ip-proj-2 120 0.0459 (0.0038)  0.9071 (0.0016)
160 0.0454 (0.0037) 0.9074 (0.0016)
200  0.0487 (0.0040)  0.9066 (0.0017)

Table 17: Comparison of model accuracies on the EMNIST data set with different dimensions
of the random projection subspace.

In view of this, we claim that the dimension of the random projection subspace dgup
can be determined by the trade-off between full model size and communication budget in
practice, and this feature would significantly improve communication efficiency.
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